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Visual Design of Population-Environment Maps (Urban and Rural) for Iraq (2024-
2034)Using the Artificial Intelligence Geographic Model (Cloud-Ops - Deep Thinking-
32)

Prof. Ahmed Mohammed Jihad Al-Kubaisi

Geographic Artificial Intelligence Maps and Techniques
Department of Education, Fallujah - Educational Supervision

Abstract:

The research aims to visually design innovative environmental population maps using an
artificial intelligence model (Cloud-Ops - Deep Thinking-32) (C.0.D.T-32) to create an
interactive map for analyzing and coding environmental population data (urban and rural) for
Iraq (2024-2034). The base year 2024 was calculated for future population growth (2034)
according to the United Nations population growth equation with an average of (2.3%). The
research focused on displaying various types of cartographic symbols (pulsing volumetric
spheres, rotating bar charts, pulsing circles, continuously rotating cubes, three-dimensional
pyramid triangles, and a rotating wind rose divided into (4) parts representing (urban, rural,
male, female) with a control panel and buttons to show and hide symbols on the interactive
OpenStreetMap. It includes layers of divided symbols, movement speed, display of the
analytical report, display reset, scientific references, research structure, a color guide panel,
and general statistics - speaking in real time. The comprehensive analytical report presents
detailed analyses with visual effects. The research demonstrated the importance of employing
geographic artificial intelligence models in the cartographic representation of diverse,
innovative symbols in a novel way that other programs could not. This facilitates visual
communication of population information to various groups and provides a forward-looking
view of population growth up to 2034, all within a professional, interactive visual design. The
research relied on a three-dimensional visual cartographic approach and the Cloud-Ops model,
resulting in advanced geographic analysis and intelligent data analysis. The interactive map
can be accessed directly via a quick QR code.

Keywords: Geographic Al Interactive Maps, Visual Design, Population
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Abstract

This study aimed to explore the current status of employing artificial intelligence
(Al) technologies in protecting electronic examination (e-examination) systems
from cyber breaches in Sudanese universities during educational crises, identify
the most prominent challenges hindering such employment, and investigate its

level of effectiveness. The researcher adopted the descriptive—analytical
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approach, which was suitable for the nature of the study as it allows for
describing the phenomenon as it exists in reality and analyzing it to reach
scientific conclusions that contribute to the development of educational practices.
The study population consisted of all Learning Management System (LMS)
supervisors in Sudanese universities, while the sample was purposively selected
and comprised (75) supervisors. The study instrument was a questionnaire
consisting of (12) items distributed across three dimensions (current status —
challenges — effectiveness). The validity and reliability of the instrument were
verified using face validity and Cronbach's alpha coefficient, which exceeded
(0.96) for all dimensions, confirming strong internal consistency and high
reliability.

The results revealed that the level of employing Al technologies in securing e—
examination systems in Sudanese universities was moderate (61%), with
notable variations in participants' responses. The results also indicated that the
most prominent challenges were the shortage of qualified personnel (mean =
4.12) and weak technical infrastructure (mean = 4.07). Regarding effectiveness,
the results showed a positive trend, with the item 'reducing response time to
attacks' achieving the highest mean (3.56).

The study concluded that the employment of Al in Sudanese universities remains
at a moderate level and faces substantial barriers that limit its effectiveness,
despite supervisors' strong belief in its importance for enhancing e—examination
security. The study recommended strengthening technical infrastructure,
developing periodic plans for system updates, training and qualifying human
resources, promoting digital and cybersecurity awareness, and fostering
collaboration between universities and research centers to develop innovative
solutions in the field of e—examination security.

Keywords: Effectiveness — Artificial Intelligence (Al) Technologies — E-
Examination Systems - Cyber Breaches - Cybersecurity — Learning
Management System (LMS) Supervisors — Sudanese Universities — Educational

Crises
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e sl Agag and DA e dlldy Slfiwe SEELY) Gigaa (e Ll AN @by
ekl
e Ao ganat Aahl) oda b elilal) oIS Cilaiy seals o Ulaadl) olSY) bk 2.7.1
Masly dalailly aletl) 3 (i) oIS 5SLae o 80l dadiiall dpgalal) Gl leally =3l
Gl daday disgiod) dshaull Gluagll Llaau¥ly LSy leidags w Al bl
S (Al (S g piSTY)
Jio g S alatl) By ern AlalSia dunay dashia o rduig ASlY) clilaiey) daki) .3.7.1
DY) ela] e Teay JalSIl 39 5SIY) anil) 850 )3 duarads (Blackboard) «(Moodle)
2 (ely M) manailly 2lguily el Julgua s2uiig
Glilaiey) dadal ot 1) Caag Baaath duig S Cilesa o cduibmd) ClB)iaY) 4.7.1
pill dolac daly Gulusally g9 dall jie Jgaaslly 40y 5STY)
f OISl ol slguaal) aa 1o g ASIY) abaill dakii) Ayia .5.7.1

(Blackboard) «(Moodle) (fia g 5S alaill cileaia Jsiig 35 ]

L KNI cllanay) dadail juu dailia .o

COISEA dag Al aeall g .

haay) dalp e Jaliall dudy) cilelall Guks &
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Al clu)illy gl jUayi-2
gl jUay) :1.2
thagat L1.1.2
(E-Learning 3 sy alail) Aalal canaly clejlodio Tty Yoas pabenll clindl 2
(Al-Farrah LoVl dh 8 dald caaledll daleall &) painl Glacal dudia 3y 20 Systems)
22 & dig3ll jaa (E-Exam Systems) i pSly) cillaie¥) dakal aaset al., 2020).
32 aay (Alruwaili, 2021). abeill Cilajie Basag Aol antl Gl 81 Lg3sS dashiall
Lols aa conval Gun (el oda Adlaas 23 5phad Al cilaad @y el alaey)
(Alenezi, 2022). dagiaad) 4y 5<TY) Cilaagll
:\ginaafy duig fSIY) ililaial) Laiil aggia .2.1.2
oA Al By eca S ALlSie Linay ciliaie Lol dap Y Clilanel) Ladail (a3
el Jalgmy Wity g 30 «hLIAY) apanals ALY sty i) e Teay ALIS apiill 5y90 Jaxs
(Bawarith, Basuhail, Fattouh, & Gamalel-Din, 2017).z3til) laaly mosaills 2lgiilg
(DAl 80€ g e iy cgalally ol Haell Juling BeliSH kst o gy b Lgwaal (e
(Aldossari, 2020). 4l Ladaal) (peas (b 2ol dady Zollas )l Aal) cails
lgles ATy duig Sty clilaia¥) Al duiyl) cligSall :(1) Jgan

Aldiaal) i) halaall Aok gl O9Sal)

-

(Bawarith et lalgisa Cuall of A8 A8y | Cariaiy (piads oli) | AUuY) 53] Basg

al., 2017) by
cora ph sl s o clalaey) Gl (rals g sl B3 Bang
(Akacha, 2023) oaieY) Jaslgias ) LIy}
dpaddll Jlasly desdll e Glapall Clana | L Jeli 1) dgalsl) g1al duaia
(Holden et al., 2021) lUall Olaiay)

bl el alpal o il Guall | dlaely GLAY) moaeai | gl Basy
(Akacha, 2023) gl s\l

cilaaailly cilaagal) 1A g Sty clilaied) dalsy duihud) cl@)ay) . 3.1.2
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S ) ) A8yl Caagy by ol alat ) 4 pae e dseas 4l Shad) GlEAY1 el

CABIEaY) eda 3T A Y1 bty 3l 3 .(Whitman & Mattord, 2021) uay)

tay ol csoasie YIS

o DUl piag dlidaetl 4805 950 ASHan aalall (3)2) (DDOS) :desddl (e glajal) clasa
. (Akacha, 2023)¢aneY) el

A laia¥) el Jacse callls dusa Jlatil 4l = pme e adiies Alglas tduaddd) Jlali) .o
(Chandran, Ghorpade, & Ahire, 2021).4c

Al it Joaeil gl lasa¥) aege U ALY LY Jyemglls cilibul) a0)gdy adlgdd) (3 .
. (Kumar & Singh, 2020). 43¢ ax

Seal ) Al Clinls jie cblay) Jl) die @il pladiul: aliiall Agasly) (Y &
iladl e e Y a5y sda A o ) clul )l i . (Sabbah, 2018)4uéis 8ya
(Ifinedo, 2021). adaill dali (3 opuls canalSY) acinall &8 (st ) Sias s crnnd (galal)
rlikailly o gglall 1 Aliul Jas ol ¢S cbidi 4.1.3

Qs alga ol o 5,0 LS5 T ol pigs igalall ple e g5 o (Al) elilaal) (1S3

& (Russell & Norvig, 2020).c)all lasly cedCaall «cnbibul) (e alaall Jia cljda 3183

dgalsal 4lS (Signature-based)cilaisill e Al dadill gl 23 ol ¢ Syl e Jlae

oSty Al JS& alat Al e llaa) oSH bz adoption ) a8 Les ¢3)shaiall chleagll
sl sda 5l oe(Sarker et al., 2020).

O Alils Sl e Laaylsal) #3laill oy S Cus (Machine Learning): (V) aleal) |
SV s3lal) alisy) anomalies e CaiSll AUl ladiud Ll (LOgs) 4adY) cMs.lidata
(Chandran et al., 2021). 358 dglase J) jpis 8

coipy) el g il Ul Gbla] 3)lkal axaind (NLP): dunbll 26 Zallee .o
s (Alruwaili, 2021). a1 eVl GLESY agdle) ilbila) 2 sl

£l Callal) haalS (e i) gl ¢y videoJulasl (Computer Vision): cisalally 45,0 .o

Calgl) aladin) Wglae o Al 3 AT jadd agas Jie Aaguie GlSsle GLESY Glana)

(Ullah, 2022)

1A g Sy lilaia) dules B o lilua) oS3 il 4ol (b .5.1.3

B julee Be DA (e el oS clun cahg (Effectiveness) duleld Ll (Ko

(Sarker et al., 2020; Ullah, 2022):@1 ¢ bl

2l gl gy ) sl ¥lae sl Cilengl) L (Detection Rate) :cadsll Jaee
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hateay alail) Lgd ¢ dady ) @yl se (False Positive Rate): LK @by Jas .
el 138 s Jladl) alail) . aags 4l o el Jalis

Glangill Glas) e LUl 50 (Response Time): dLlaialy il (§ i) gl .o
Ll s (Real-time) Aadll gl 8 g dilaia)y

llelds pghig saaall ileagll o alaill e daal) 5,08 (Adaptability): casall e 5l L&
e gyl Jas ) dalall (9

rJladl) Cada gil) alaf culd grally cliaal) .6.13

daliy doalel) Sl 8 el (SY Gl Calig G Bl LIS G a2 ) e
Hlgie cdea Dbaad dale (Ghasadl Jie 3)lsall 829200 ilildl 8
Glily Gilesens data sets jigiy o(@lud calsd) dugd daad Ay ) dalal) (4l claasl)
(Alenezi, 2022) z el ujyxil ddiaky dadia

(Sultan et al., 2019). bzl a3 aushiis yushi ol elydl dadipall LSl 4Ll claail) .o
Babaal) Lalail) s3a yglaig 55 e 850 daadie Lopds 5l ) dalall syl ciboal) Lo
(Ifinedo, 2021).

2l dalatg aang lyual€l) e (DUl A pa (3hei Cagliar draguadlly 2BIAY) claaill L&
(Ullah, 2022).4.85L)

Al cladl L 1.2

tdaad) cluhdl). 1.1.2

1(2020) s2e9 S s Aalpa —.2.1.2

SN el (8 ) () alai] Gaadt lisaa Glsin A ggeg Jbe sl Qs (5l
e Agesiilly Do il byl LuedlaY) dmalall Alaa 8yl cplacdd 3 Aidacddll Clealally
) A Shued) e dalil gak aslss AU L)Y Al Cligeall e CadSH ) Al
s Laaiie (180) (e dushll dipe s G calidil) rgial) lialdl padid Agisdacaldl) dpadecl
oo Aahall il caaS L sl dilats ki) e cadicls ¢ gig Sy adeilly Cilaslaal) A
Glubdl Zodag pamy Bl dla) Dligaag cJosaill Ay d0ail) ) Coanca (& Jiath 408 Ciligas
Crlalall Alials aly sk IS e Ganadl §)g pia Al Coagly Lyl LS pacy
Jadl 138 3

(2021) ually (saaladl Al 3.1.2

LSl 8 e lihaal) eSOl pladtiud Aol olgins Al elab oally gaalall Glisld) Ll
G yad) ASLedl 8 "Apgead) Claalall o Al Ay aed g DAY (3 g sy )
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o ) Aol cion L loglaally aulall asle — dgee Glla) daala Alas & Cpdiy duasaad)
i) ey e Bl & g Y] ial) dailKes dm) b el oIS Akl dleld
(500)0e e o ool ol o S8 ot s 5 B ¢ a4t il
celY) iy bl ol e ciadiely daagaan Slaals SO b Lty il
B8 pe ¢l C¥lae BLES) 8 (£9153) duaiy 38y Bis 2 sikal) sldail) o ) duhl) clias
adlad ilil) cpelal LS L chlaa¥) P GOl clSla b D) e L) aea) e
Cragly Ly zyae gt ik aladind) of dasla 3ylay bl oV ls Galas) 8 dals
AIAY) Culgall slelye Laaal o aSTl e laalal) b Ll o3 aladiin) asexts du )
Ol duagad
sAaial) clagal 2.2
Oproiu et al. (2021) 4w .1.2.2
'Artificial Intelligence Solutions for (sws dulyn sda)y Oproiu (ysialdl (il
duhall Cdaa L4 punsad) Sensors dlas 8 <ydsgCybersecurity in E-Learning Systems'
9 S bl bl Shasaad) e 503e8 G derdiendl) e lilaal ] oIS Jgla aniiy il )
Sy 2e)s8 S 5pdie Al Ay (85) lad &8 Cum mgiall Axalall zgie Ginlil) ariid
(2020) HN(2015) e 858l A daSas e
Lihull Slangll aiag caliss) 4 ddlle 5US @and e libia¥) oSN clis o Ayl caas
i) Al s (%95) N (%85) o A8y Y ane pa ¢35 S alanll Al e
Baniall gl aa Jalaill b Gpnanl) Gl uanll laill Ll (o ilil) capgll LS
Sl ¢ ol Alels ll gkt ae dullal) dalady) o L) oda ey duslall Cragls. Bataally
2NNy o lally Al Clpall (e
:(Maria Gonzalez 2021) 4w .2.2.2

The Role of Artificial Intelligence in Accelerating Digital ) :d.)dll (sic
Aae Hall dga bl igliyn dasls ¢(Transformation in Higher Education.
589  Aeagll meiall LuyA Clariinlg ciioa . (European Journal of Higher EducationS)
Cilagiy cliball gaad 8lS @UlRey 3y dalad Caeriiuly duysl Gleals (5) e bl due
LS . celilaal) oS aladinls b)) Joatll (3ad 8 Cilaalall = las Lgas] il 52l 4,30
(A1 Uss (e 9 z3gaill maxt lgad] Ciliagi Bans AuhA) Cal
Zawacki-Richter et al. (2019) 4u)x .3.2.2



2025 / &t [gut saalt Slaghall L o S5 St oS g

Systematic review of research on artificial intelligence applications g 4y
International Journal of Educational Technology in < yigin higher education
el oISl il Joa 8)gdiall Cilany) Jilas ) 4l s Higher Education.
dungiad) daalyall meie Gsinlll pasinl . lgaiaiy (2018 Y 2007) e 85dl) A Mal) alesl
Gl Aoty ¥ lae Aoyl ) Al cliags L dale by 2l 8 Bygdie Al (146 ) dulas,
colail] LS Al (Al il ¢ o) Jpanily gl 1 el aledll e llaal] oIS
ol 138 b A geadlly LAY P Silaid elya) 85 pin Crasl LS L AulaY) clilaly
AL cladl) Ao cuias. 3.2

dakl Lleal elilaal) oSN Cadags Jlae 8 Condl Jin ) e s diLia) ddlall ol aed
Aialy Al gyl aay (A Shasedl L) 8 gaasall cilglin L) 3 el ST clilaniay!
ol lglens Le gag ¢ latl diasl) mgiall alil) adic) 3 . clesil) ¢ Undily pall Ao duals
G el SN 50 Ciiay lIGONZalez (2021) b die ddlall Gluhal) e )
OaY) ligaa Ayl diagll mgiall sl S (2020) (g Jie sl Ay bl ol
@2alad) Ay Jie (gl il e caalia) Adlall Auhal) o)y L Aridandil) Cilaalall b Sy
i el oIS ol dadels Gulal el dnd mgiall el S (2021) (palls
sIZawacki-Richter et al. (2019) e dldas daagio il e iy ¢ g pSTY) il
Sl Cragl e i< Qe bl o muas 13a .l Alls g dealye el
Akl Glaahall o sl e ST Slasy) dalailly

oA bl gl dakil ijie o D) duhal) Copail 3 dially adina) Cun g Ll
Llaag Bl (A gpdlud)l galeld) Je 585l sty lasl sag ((N=75) dalisudl cilaalall
(2021 cally gaalall Jie) DU cingind ciluly e @lly Calidsy LAy pSIY) lilaia|
« Gonzalez Ju JLSS duralall Cilusssall ol ¢(Layall coluahyall (s Jia) Guopill A cliach ]
oe Gl gzl &) bl Y ais Y thuagad Al duhal 4agll 13 xias). 2021
bl Shuadl ey 8

— Cligeall — adlsll) slae ADG (e AisSe AaSae Dl Gl axatio) 88 YL sl Lady
daiil) o3y - alad) dalatll DA (e 1350 aliy Bacag (a0 > 0.96) Wle Gl <yl (e il
Oproiu et al., 2021 Jie) ¥ daabye s OGSl A Glahall (an oo Wi
sy ) (2020) goaes i sl Al e B8 ST gl LS ¢« Zawacki-Richter, 2019)
i gaall Galaal ol
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Jie ChHEAY) (e dediie daja Ao Allal) Luhiall el 3 (dilany) dalleal) dna Ao Ul
0o Lo gag eoastll lalal) Jalailly yguapn Jaliny) Jalaa ¢(sala¥) gplal) Julas olall L S
3 ¢essinnall 130 ) Al clahall ey et ol eilall 3 Aumgiall Aalyall (e dle (s5iase
Ll (s Julat sl ally i Sally s
laa b elhaal) oIS clidi Calagi (gie o ) Adlall duhall cileag alll daills
DVSI it Lyl 5 ilaad dgag ae ¢(61%) Uaeegio s Lo dilagadl Cilaslalls clilaiay]
Ay by Lo ae i 3l sda g Asygall Cypanl) alad bt ) dla) edgatll Al Caniiag
2 ae 385 LS labid)l Gl s daatl Ll Caeia e @i Al (2020) g9 Jie s
el iyl Cilaagll (gaaill b bl oIS duaal eyl Sl Oproiu et al. (2021)

= liha¥) oASA (%91) 13s daiipe ddels cadl A (2021) oadly gaelall duln oo abias
& Eg ) Claalal) #las @y ) Gonzalez (2021) daly oo IS, (il CadS b
ol Ay dpubon ilal e (ila (G (Fagall Glad) dagead N Ly . Bl Joail) gpud
bl o alat oS e

elaally (glaill HURY) el chwd) quilsa sae 8 AR ClubA) e Bdlall a3 ol
Lulid) @l HLadly Auhd dands ae ulin (3 ggiall Hlodly cAfa)l Clgadll paan
clild) dadledd Ailan¥) llay s

SIS i Cadag a8l ol Al JeY1 s ALl bl e ddlall duhall Cius
8 ) AUl Cag ) M  Alasadl clealadly £ 51 Sl dlaa el
Bytiae Sl (8 Cagal Al bl byl ad) (30 o1 1308 Gl 130 Leaiar Lo 52 <D Ly
ekl Byda el e W3S ddlall Auhll iy WS L Lgysl ol dngaadl ol caladd e Gl
Clabal) Aglle of a3 cAlead) Aalail Gaky Usla)) FSY1 25l agiuass g S aledll 5]
ey ) dala) LSS Ll Glusssgall gl Ganpnill A sliae] o DUl e i) dailad)
(dadiie dbilian] Cilallaes (s2ST  alall Jdailly dac da AaSae Biliiad o Lllal) dufall Crrcicl
QIS Gl Jilas o) Chaslly i€l Al )l ey 33)lhe el ABgisag 558 Lgailis ia Las
Aila) Lgleng Lo 585 edilygudl cilaaladl 3 Ao g Al bl Apagead (eal Lgailis el
Sl aleil) & had) 5a¥1g e lilaal) elSA lase 8 G e Soad 2 duc s

Luilaall Lapdl) clefa) .3
tdhdl) mgia 1.3

o b ) Slojlaally 25l Coagy eyl o3g) dipalial (atl) aeasl) zeiall Ciald) o)

-

logansiy il adlatius bl i ) Yoeas Loty bl pas (0 Saial 138 gl
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Ballall of adlgl) duh o adieny i) zalio aal ga sl deagll mgially bl Cilaal gas
sieasl) eially (LaS Dt ol LasS s gt uass 1as lias Leheass iy callell 6 (o LS
= Oaals Dlad ) o LS lgie jually laglaall Caieat Jadi LS copglaiy 2dlgl) 138

tduhdl) aaliag 2.3

Ailgedl Cilaalally ig RSIY) alall 8} Aaliil iyda (e S aainall (oS

Al die .3 .3

Al ged) Claalally g Y alel) 800 Ladail dyde (e e (75) d3a Ayl Al s
Brdl) Clgiug uiall s Y A el () LSS Jgaa 1(2)d sl

Tondl] sl Masy) | sl sl S | daall sl S
. JYEN{ LA PR
(% (% (%
18 (24.0%) 4 (17.4%) 14 (26.9%) | Slsie 5 oo 8

26 (34.7%) 5 (21.7%) 21 (40.4%) | @lss-10
10 5 sl
31 (41.3%) 14 (60.9%) 17 (32.7%) o 5

g

75 (100%) 23 (100%) 52 (100%) eyl

i) Jalas

L (40.4%) i 5 — 10 458 o agin desane 580l an ) coline gyl = <8l 1Yl
Oe hls dsag ) i 138(26.9%)  Glsie 5 e B & (32.7%) Qlsie 10 e ST A

S byl

A5 5 el (60.9%) SLY) e (oadiad) Al Lagale IS8 it gl slY) s als

Adle dddee 8pa (ol Anall sda 8 CBY) o) Y ads 138 15pa) e Sl 10 e S
(AY) 5l Cligie 43)lhe Sl (<8
(Brdilaal) A3liall) (uind) s Bl A3b JS auigf g e Jgoa> 1(3) o

(i) an) o ) S

(A5 an) ¢ do) S

yedd) i) gian

22.2%

77.8%

g 5 e J8
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19.2% 80.8% 55 -10
45.2% 54.'8% Clginn 10 oo is]
30.7% 69.3% Alay!

;) dddanl bl aManid (Say eodhel Joanll e 2Ly sl Julas

tddaall alad) aujgill. 1

23) Lid 30.7% dues GUYI i Lty o135 52) 69.3% sty Al Lo oS e

o ) DU s bl LS alana g5 o daals i 598 dgag ) el 18 (128
slogSll L3l g Uai g A<aadl paadY cpgal) Ul canang AiY) il

1(2) Jsaadl byl il s sel) Jiall 45las .2

%78) Mon dadlall HsS (< ¢(lsin 10 = 5 lsin 5 e Jo) S8V 5yl 8 8
S diags Sy Lo o Jlsil) e (%81

D5S F e el e clia, @lgin 10 e ST AR 8 8 Slaadl 5)) SSY) daall o
o 1389 §(%42.2) ) deadd € (K adiy SUY) Qi o Y] ((%54.8) dalel) (i
CLY) e Al 02 8 Allal) 8 (53 Y Chaai

Aill o3a (3 Y Gl (LAY A lsa) diell Balle 0l e o e a2l e
Daugiall (8 el 83 (ggianns paialy

o i (32.7%) = A3l clsin (10) o 25 532 gl SWY) (0 60.9% o G L&
G el 3 Gl <Al

sdu)dl) 8131 4-3

el Sluhydls (lall HURY e g LY de lasisis Lpasanaly caall) ol Llaw) b e
LAyl & gamgan A8l il
o deia Blie (20) e AV g B (oebial) BlaaY) cisS Al Guall 5-3
gl (e (8) adag cchlie (10) daaas o3 paSaal) (ga degana o Caiare ¢ pslaa (5)
] A6V lilall (e 5 LS glae (12) 5 oslas (3) (e (5S Atlgil) dygen (& Culiial)
B
(15) leans b die )3 (o e dial die e lhukiy Gl o6 :Ailauy) ald 6-3
23 6allg Ayl iy Gebialls ol aill Bldl) ailoadl) di el @l Llptie aa)lid) & Lagaie
)% (20) e
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(Reliability Analysis) il Judas Yl
48l uldl (Cronbach's Alpha) i #1Lug < Jalaa: dasiiioal) ddyshll :(4) Jga
AR ubial

i) ()l Fluig S Jalaa | i) sas sl
s lee cild 0.972 4 Sl 280 YT gaall
i liee cild 0.967 4 Cligeall 1 S gadl
i liee cild 0.979 4 el il eal)
s liee cild 0.981 12 JSS aany|
: Jaladl) il

Glaaly slall and cild ) i s ¢(0.90) Go el IS Lalially jglaall maead Wl Jales dod
s d8gige LaaY) ofy (Kuldia 13aly Lasgie aiti jsne JS b o ey 138, Sliee il
Nl e alae¥) (Kas
: (Validity Analysis) aall Julas : Wil
(Content Validity)gsisall 3ually (Face Validity) gauall §aall .1
Sy & mnse 58 LS Jladdl 4 Gracdic gueSae d e DLW a8a3 5 gl
Aslaay) akas oY)
bl of e cpaSaal) dalse DA e (ginall Brag allall Grall Gaas 2 Al o
uglha) sbay) (bl Addgadig Aadlag daalg
(Construct Validity) Ul dua .2
Ll yV) cdlelas s Pla e (3l clad) Bais)  Aalall BLa¥) st daadil) 4kl
Lol lgans ae glaa) bl cand] an Al jsaall 8528 JS (4
(tem-Total Correlation) ilalf élaal) Gaa .|
dayd C gl Aulali) ABle llia (5 o Gang cs ol (Baeas wiaiy saall (IS 13) sAuadl) -
) a5 (A ygmall IS A jallg 50 S
leman dulasly 135 dadipe culS Ly Galdl) jgaally 8588 JS (e ol V) CBlalas ases tdagiil) -
el el (3aia 8o acxy 138 (p-value < 0.01). Gilas) 435 0.85 (&8

Inter—Scale Correlation) ;glaall (s Jalui N 48 63 5) e .«

( Jslaal) (s Bl ) 48 shuca 94> .G
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G ) gaall AU gaal) Js¥) ogaall =
(Ao ) (ligeal) (ast)
1 (23151) Js¥) saall
1 0.871 o el
(<l gaall)
1 0.934 0.892 (Gle ) BN eadl)

(0.01)s53me 2 Gilas) Al ddalysy) ABds -
cosbaal) paen G 13 dugd diage bl CilBe aagl thlLaY) ddghan padl -
ol ) shlaia 13

e el (e L (CED ) cbiil) Audels @yl Jasise (Jo¥) saall) Jlall adlsl @)y
gleld (64 5ain Aokl
ST &30 e IS ) aa (e Al Blsl) Geke dagye (S jsadl) @ligedl &l
s Sally dale lllg adlgl) Baga <y J3 cculigaall perceived )y LS . dule Lall
Cilagt sag aaly ()l sl ) i Adaljie maalie Gy slaal) O 2S5 Allall LlayY) 58
LU el 8 e liaal) oIS
(Confirmatory Factor Analysis — CFA) gaslill lalal) Julatl) :(6) Jgaa
A 53 zasaill U da JLiaY (sash Jhile didat sha) o5 eagh AT S8 i) Baa LadY
Adadll GUL ae AL Gl dde aaia (A (slas) Jalse

sail) | Baad) Apjlenal) dadl) | Aball) Al | Adlaall jd3e
B <3.0 1.85 CMIN/DF
Jlbies > (.95 0.98 CFI
Jlias > 0.95 0.97 TLI
(N <0.08 0.068 RMSEA
b <0.05 0.032 SRMR

: Jabal) el
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Slaghall Lr gl 355y sllao¥ oSU1 U

N ) Blaay) I of 2S5 138, 8lians Jy Agatall LB (parn = 3gaill diillan (punlie gen

S S dread) L) ae 38l50y Sles ol Gaeas aadi (Jelse) sl

(Item Correlations) <8l hls,¥) cdlalaa LG
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Abstract

Distributed Denial of Service (DDoS) attacks remain one of the most serious cybersecurity threats due
to their ability to overwhelm network resources and disrupt service availability. The growing
sophistication of modern DDoS attacks requires intelligent detection frameworks capable of accurately
classifying malicious network traffic. This study proposes a hybrid CNN-BiLSTM-Attention
framework for multi-class DDoS attack classification using the CIC-DD0S2019 dataset. Three
representative attack categories, namely DrDoS DNS, DrDoS NTP, and SYN attacks, were selected
from the original dataset, where 50,000 samples were randomly extracted from each category to
construct the experimental dataset. Several preprocessing and feature engineering techniques were
applied, including data cleaning, variance threshold filtering, correlation-based feature reduction,
StandardScaler normalization, label encoding, and SMOTE-based balancing.In order to avoid data
leakage and ensure fair evaluation, preprocessing and balancing operations were only performed within
the training folds during Stratified 5-Fold Cross-Validation. The proposed framework is composed of
1D-CNN layers for spatial features extraction, BILSTM layers for temporal dependency learning and
Multi-Head Attention mechanisms for features relevance learning. The experimental results showed an
excellent classification performance with an average accuracy of 99.67% + 0.03, weighted Precision of
99.67%, weighted Recall of 99.67% and weighted F1-score of 99.67% over the five cross-validation
folds. Additionally, the attention-based feature analysis identified several traffic-flow features as having
a high impact, with Feature 5 (Total Length of Bwd Packets) and Feature 34 (Min Packet Length)

having the highest relevance scores, 1.915 and 1.447 respectively. The obtained results show the
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potential of hybrid deep learning and attention-based frameworks towards the development of reliable
and intelligent DDoS detection systems for modern cybersecurity environments and future real-time

network protection applications.
Keywords

DDoS Detection; Deep Learning; CNN-BiLSTM-Attention; CIC-DDo0S2019; Intrusion Detection
System; Multi-Class Classification; Network Security; Cybersecurity.
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1.1 Introduction

The tremendous growth of cloud computing, Software Defined Networks (SDN), Internet of Things
(IoT) and modern communication technologies, significantly increases the vulnerability of network
infrastructures to cyber threats[1, 2].Distributed Denial of Service (DDoS) attacks are still among the
most disruptive threats as they may exhaust network resources and halt the service availability [2, 3].
The increasing complexity and diversity of DDoS attack patterns has reduced the effectiveness of

traditional rule-based intrusion detection systems [3, 4].

Traditional Machine Learning (ML) methods often fail to capture the complex spatial and temporal
traffic characteristics in dynamic network environments [5, 6]. Deep Learning (DL) methods have
attracted great attention due to their ability to automatically learn high-level feature representations
from large-scale network traffic data [6, 7]. Convolutional Neural Networks (CNNs) are adept at
extracting local traffic-flow pattern, and Bidirectional Long Short-Term Memory (BiLSTM) networks
are capable of capturing the temporal dependency of sequential traffic data[[7].Recently, attention
mechanisms have further improved traffic classification by highlighting the most informative network

features[8].

This paper proposes a hybrid CNN-BiLSTM-Attention framework for multi-class DDoS attack
classification using the CIC-DD0S2019 dataset to tackle the existing challenges of feature redundancy,
class imbalance, overfitting and limited generalization ability. The proposed framework is based on
traffic samples of DrDoS DNS, DrDoS NTP and SYN attack. It combines several preprocessing and
feature engineering techniques, such as correlation based feature reduction, StandardScaler

normalization and SMOTE based balancing within the training folds to avoid data leakage.

The proposed framework uses CNN, BiLSTM, and Multi-Head Attention mechanisms to improve the

performance of multi-class DDoS attack classification and feature relevance learning.
1.2 Related Work

Incorporation of machine learning (ML) and deep learning (DL) into recent DDoS attacks detection
research has proved to be helpful in enhancing detection rate and making networks more resilient
against threats. For example, using the CICDD0S2019 and KDD-CUP dataset, Sakr et al. . [9] have
experimented with Decision Tree, Gradient Boosting, SVM, KNN, and Random Forest, with Gradient
Boosting giving close to 98.88%. Furthermore, through applying Random Forest, XGBoost, and LSTM
on CIC-DD0S2019 and N-BaloT data sets, Berrios et al. [10] were able to achieve an accuracy of
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almost 99.96%. Similarly, Nassef [11] implemented a novel correlation-based feature selection
alongside the optimized XGBoost and reported near-perfect results using benchmark intrusion data sets,
while Ebrahem et al. [12] developed a light-weighted multi-class classifier utilizing CNB, KNN, RF,
and LR on CIC-DDoS2019 data set, reporting near 99% accuracy in RF and KNN models using less
computational resources. Even though these frameworks performed very well in DDoS detection, they

were constrained by handcrafted feature generation process and conventional learning techniques.

In order to solve such problems, the recent works started to implement DL models with the ability to
learn hierarchical and temporal representations of traffic automatically. Abdulmajeed and Husien [13]
introduced MLIDS22 that is based on a combination of CNN and LSTM trained on datasets CIC-
IDS2017 and CSE-CIC-IDS2018, which successfully generalizes through mixed-dataset learning.
Ramzan et al. [7] evaluated RNN, LSTM, and GRU models utilizing datasets CICDD0S2019 and
CICIDS2017, in which GRU demonstrated 99.54% multiclass accuracy and reduced execution time.

Still, such recurrent models focused more on sequential learning.

Further studies introduced hybrid and attention-based learning techniques in order to achieve better
performance in terms of traffic representation and robustness in classification. Specifically,
Venkatraman et al. [8] introduced an attention-based self-ensemble method which used CNN,
XGBoost, CNN-LSTM, and CNN-Random Forest achieving 98.69% accuracy with respect to CIC-
DDo0S2019 dataset. In addition, Wang et al[14] presented DDoS-MSCT, a hybrid approach combining
CNN and Transformer model, achieving a high accuracy rate of 99.97% using local and global feature
extraction. Moreover, Najar and Naik [15] introduced a lightweight deep neural network approach
named CNN-BiLSTM-Attention which attained an accuracy rate of 99.78% with near-perfect ROC-
AUC score while maintaining a low computational cost using CICDD0S2019 and Edge-IloT datasets.
Finally, Sathaporn et al. [16] presented a CNN-BiLSTM-Multi-Head Attention architecture achieving
97.78% accuracy with lightweight deployability in detecting DDoS attacks in clouds.

Apart from accuracy, more recent studies have focused on increasing explainability and transparency.
For instance, Alzu'bi et al. [17] developed a DDoS attack classifier based on Explainable Al using
transfer learning and LIME to interpret results on the datasets CICIoT2023 and CICDDo0S2019, where
the BiLSTM method obtained an accuracy of up to 99.82%. Similarly, Hayder et al. [18] performed a
systematic review of 106 recent studies incorporating GNNs, Transformer models, and hybrid
approaches, observing that hybrid models performed better than others owing to the ability to capture

relationships and temporal dependencies together. However, there are still several open issues.

Research Gap
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Although many recent ML and DL based DDoS detection approaches have achieved remarkable
performance, there are still several unsolved limitations. Traditional ML models rely heavily on
handcrafted features, and many DL frameworks focus on sequential or attention-based learning
separately. Furthermore, many of the high performing studies rely on binary detection, limited
evaluation strategies and data leakage during preprocessing and validation. Therefore, there is still a
need for strong hybrid architectures that jointly integrate spatial, temporal and attention-based learning
with leakage-aware evaluation and reliable multiclass DDoS classification using benchmark datasets

such as CIC-DDo0S2019.
1.3 Research Contributions

This study proposes a hybrid CNN-BiLSTM-Attention framework for multi-class DDoS attack
classification based on the CIC-DD0S2019 dataset. The proposed framework leverages the spatial,
temporal, and attention-based feature learning in an integrated deep learning architecture. Additionally,
a comprehensive preprocessing pipeline was implemented, which included variance filtering,
correlation-based feature reduction, StandardScaler normalization, and SMOTE balancing, while
avoiding data leakage through training-only preprocessing during cross-validation. Experimental
results showed excellent classification performance with an average accuracy of approximately 99.50%

and high values of Precision, Recall, and F1-score. Moreover, we used attention-based feature analysis

to find the most relevant traffic-flow features for attack classification.

2. Methodology

This study presents a hybrid Deep Learning framework for multi-class Distributed Denial of Service
(DDoS) attack classification using the CIC-DDoS2019 dataset, as shown in Figure 1. The proposed
methodology consists of several successive stages: dataset acquisition, preprocessing and feature
engineering, data balancing, deep learning model construction, training and validation, and performance
evaluation. The overall framework was designed to improve classification accuracy whilst minimizing

feature redundancy, reducing overfitting and avoiding data leakage during model evaluation.
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Figure 1. Overall workflow of the proposed CNN-BiLSTM-Attention framework for multi-class
DDoS attack classification using the CIC-DD0S2019 dataset.

2.1 Dataset Description

The experiments were performed using the CIC-DDo0S2019 dataset developed by the Canadian Institute
for Cybersecurity (CIC), University of New Brunswick (UNB), Canada [19]. The dataset includes
realistic benign and malicious network traffic generated to simulate modern DDoS attack scenarios[19,
20].Three representative attack categories were selected from the dataset 01-12 subset in this study,
namely DrDoS DNS, DrDoS NTP and SYN attacks, due to their different flooding and reflection-
based DDoS behaviors [19].

For the generation of the experimental dataset and computational efficiency reasons, only 50,000
samples were chosen randomly from each attack class, which gave around 150,000 traffic samples prior
to data preprocessing. The preprocessed data consisted of samples classified as normal and attack traffic
in four encoded classes, as shown in Table 1 below. As a result of the imbalance between benign and

attack samples, SMOTE balancing was employed to enhance model generalization capabilities .

Table 1. Class Distribution of the Final Processed Dataset

Encoded Label Traffic Type Number of Samples
0 Benign 615
1 DrDoS DNS 48,389
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2 DrDoS_NTP 49,083

3 SYN 43,546

2.2 Data Preprocessing and Feature Engineering

Some preprocessing was done before model training to make sure that the data is clean and ready for
deep learning classification. Firstly, the chosen attack subset was converted into a single dataset by
eliminating infinite data, missing data, and duplicate data. Secondly, some irrelevant flow attribute
features such as Flow ID, Source IP, Destination IP, Timestamp, Source Port, Destination Port, and

Similar HTTP were dropped to eliminate redundancy.

After separation of the Label attribute from the rest of the attributes, all traffic flow related attributes
were left as numerical features. The feature selection technique called Variance Threshold was then
used with a threshold of 0.01 to eliminate low-information features. Lastly, Label Encoding was used

to encode the target labels into numerical form.

2.3 Correlation-Based Feature Reduction

In order to address redundancy and avoid having highly correlated network traffic features, a
correlation-based feature reduction method was used based on the Pearson Correlation Coefficient,

which is calculated by

o Yie1(xi =) v —y) "
RN e T o

where x_iandy i are the feature values, whereas x ~and y ~ are the averages of each respective feature.

An absolute Pearson correlation matrix was created for all quantitative flow characteristics. The highly
correlated features having a coefficient larger than 0.90 were deemed redundant and were dropped from
the dataset. In order to avoid any data leakage, the process of reducing features based on correlation

was done strictly on the training set for each cross-validation fold.
2.4 StandardScaler Normalization

Feature scaling was achieved by employing the technique called StandardScaler, which aims at scaling
numerical values related to traffic flow for effective convergence during deep learning. The

standardization procedure was done as follows:
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where x is the initial value of the feature, p is the mean of the feature, and o is the standard deviation.

Scaling was carried out only on the training dataset during cross-validation, but then was used for both

validation and testing sets to avoid any possible data leakage problem.
2.5 SMOTE-Based Data Balancing

There were imbalanced classes found in the final preprocessed dataset because there was a small number
of samples representing benign traffic in comparison with attacks. This problem was solved using the

SMOTE algorithm, but only for the training data set during cross-validation.
Synthetic minority samples produced by the SMOTE method are created using the following formula:
Xnew = Xi + AXnn — x;) (3)

where x_i is a minority sample, X_nn is a nearest neighbor of this sample, and A € [0,1] is a random

number.

Whereas random oversampling repeats existing examples, which may lead to overfitting, SMOTE
generates new data points, thus avoiding duplication and improving the balance between classes. To
avoid data leakage, SMOTE was performed after dataset split, correlation filtering, and feature scaling

at each training fold.
2.6 Proposed Deep Learning Architecture

The suggested architecture adopts a combination of CNN-BiLSTM-Attention model for classification
of DDoS attacks into multiple classes, as shown in Figure 1. The proposed model is composed of a 1D-
CNN layer with 128 filters and kernel size 3 for extracting spatial features, batch normalization, and
MaxPooling layers for stabilizing the model during training and dimensional reduction purposes,

respectively.

Then, a BILSTM layer with 128 nodes was used to capture temporal relations between traffic flows in
both directions. Moreover, a Multi-Head Attention with 4 attention heads was employed in order to
improve feature importance learning. Lastly, Dense layers with Swish activation and dropout

regularization layers were used before feeding data to the Softmax layer for classification.
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Figure2.Proposed CNN-BiLSTM-Attention architecture for multi-class DDoS attack classification.

Table 2. Hyperparameter Configuration of the Proposed CNN-BiLSTM-Attention Framework

Parameter Value
CNN Filters 128
Kernel Size 3
BiLSTM Units 128
Attention Heads 4
Batch Size 128
Learning Rate 0.0001
Epochs 100
Optimizer Adam

2.7 Training Strategy and Data Leakage Prevention

The stratified k-fold used in the framework was designed with the purpose of conducting an effective
and unbiased evaluation, while keeping the balance between the classes within folds. Feature selection,
normalization and oversampling were only performed on the training set within the k-fold process to

avoid any possible data leakage.
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The Adam optimizer with categorical cross entropy loss was used for model training in the framework.
In addition, Early Stopping, ReduceLROnPlateau, Batch Normalization and Dropout were introduced

to enhance the model performance.
2.8 Performance Evaluation Metrics

The suggested model was tested by using Accuracy, Precision, Recall, and F1-score measures.
Moreover, confusion matrices and ROC curves were also computed to test the classification
performance as well as the discrimination capability of the classifier. The weighted and macro-averaged

scores for the measures were also calculated.
2.9 Experimental Environment

The experiments were performed on the Kaggle Cloud Computing platform with NVIDIA Tesla GPU
support. The framework that has been proposed was designed using the programming language Python
and TensorFlow, Keras, Scikit-learn, Pandas, NumPy, and Matplotlib libraries. GPU-based computing

was used to enhance computational efficiency.

3. Results and Discussion

3.1 Classification Performance

As for the performance of the CNN-BiLSTM—Attention model, the results showed that the performance
of the CNN-BiLSTM-Attention model was very promising in the classification of multi-class DDoS
attacks based on the CIC-DD0S2019 dataset with 99.67% + 0.03 accuracy for all five cross-validation
sets. Moreover, the weighted Precision, Recall, and F1 score values of the CNN-BiLSTM—Attention
model were about 99.67%.

Figure 2 shows that there is little misclassification between the classes of traffic, which proves the

success of the proposed framework in recognizing distinct features of network traffic patterns.
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Figure 2.Confusion matrix of the proposed CNN-BiLSTM-Attention framework for multi-class

DDoS attack classification.
3.2 Training and Validation Analysis

Fig. 3 shows the training and validation losses for the five-fold cross-validation experiment. The
performance of the proposed CNN-BiLSTM-Attention architecture showed stable converging
properties since there was consistent reduction in training and validation loss values throughout the
training process. Training loss reduced from about 0.20 to 0.008 at the beginning and end of training,

respectively, while validation loss remained constant at about 0.013—0.015.

The comparatively smaller difference between the training and validation graphs for all folds shows the
effective generalization capability of the proposed approach. Moreover, the stability of the training
process and consistent performance on the validation set show the successful use of the regularization

and optimization techniques such as Batch Normalization, Dropout, Early Stopping, and
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Figure 3. Curves showing the accuracy and loss during training and testing of the proposed

framework CNN-BiLSTM-Attention.
3.3 ROC Curve Analysis

The ROC curve was utilized to assess the discrimination ability of the proposed CNN-BiLSTM-
Attention framework on different traffic classes. As shown in Figure 4, the model yielded AUC scores

that were quite high for all the traffic classes, thereby showing its strong discrimination ability.
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Figure 4. ROC curves and AUC values of the proposed CNN-BiLSTM-Attention model for multi-

class DDoS attacks classification.

3.4 Cross-Validation and Data Leakage Prevention
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This was achieved through the use of Stratified 5-Fold Cross Validation. The test sets were entirely

unseen during both the preprocessing and the training process.

The above was necessary to avoid any data leakage into the validation and test sets. This was ensured
by performing operations such as correlation-based feature reduction, Standard Scaler, and SMOTE to

only the training set for each fold.
3.5 Effectiveness of Feature Engineering

Feature selection techniques such as variance threshold filtering and correlation-based feature reduction
minimized redundant features and multicollinearity, and normalization using the StandardScaler
improved the convergence of the model during training. Additionally, SMOTE balance improved the

representation of the minority class during training.

Figure 5 shows the heatmap for correlation among the selected features of network traffic data.
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Figure 5.Correlation heatmap of the network traffic features used in the proposed framework.
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In order to increase the interpretability of our model, the attention mechanism-based feature relevance
study was conducted based on the weights obtained from the Multi-Head Attention mechanism. As
shown in Table 3, a few features related to traffic flow obtained very high relevance scores and hence
were found to contribute heavily in the task of multi-class DDoS attack classification. Particularly,

Feature 5 and Feature 34 obtained the top two relevance scores of 1.915 and 1.447, respectively.

Table 3. Top Attention-Based Relevant Features

Feature Index Relevance Score
5 1.915535
34 1.446652
12 1.445927
11 1.436646
39 1.181531
7 1.158834
57 1.103233
50 1.036934
3 0.932907
1 0.910445

3.7 Comparison with Existing Models

In order to conduct a more comprehensive evaluation of the suggested framework, a performance
comparison was conducted against several recent works on DDoS attacks detection through machine
learning and deep learning techniques. The comparison was not limited to classification accuracy
alone but rather considered several other aspects that were part of the approach and methodology
employed in those papers.

Table 4. Comparison of the Proposed Framework with Previous DDoS Detection Studies

Study Dataset Methodology Classification | Accuracy | Key Limitation
Type
Sakr et al. CICDDo0S2019, Gradient Multi-class 98.88% Handcrafted features
(2024)[9] KDD-CUP Boosting / ML and limited
contextual learning
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Berrios et al. CIC-DDo0S2019, | RF, XGBoost, Multi-class 99.96% Strong performance
(2025)[10] N-BaloT LSTM but primarily ML-
based and dependent
on feature
engineering
Ebrahem et al. | CIC-DDoS2019 | CNB, KNN, Multi-class ~99.00% | Lightweight ML
(2026)[12] RF, LR with limited deep
feature learning
Ramzan et al. CICDDoS2019, RNN, LSTM, Binary / 99.54% Sequential learning
(2023)[7] CICIDS2017 GRU Multi-class without attention
mechanisms
Venkatraman CIC-DDo0S2019 | Self-Attention Multi-class 98.69% Ensemble
et al. (2024)[8] Ensemble complexity and
limited temporal
modeling
Wang et al. CIC-DDo0S2019, | CNN- Binary / 99.97% Higher architectural
(2024)[14] CICIDS2017 Transformer Multi-class complexity and
limited
explainability
Najar and Naik | CICDDo0S2019, CNN- Multi-class 99.78% Limited dataset
(2025)[15] Edge-IloT BiLSTM- diversity and no
Attention leakage-aware
evaluation
Sathaporn et BCCC-cPacket- CNN- Binary / Cloud | 97.78% Cloud-specific and
al. (2025)[16] Cloud-DDoS- BiLSTM-MHA | DDoS limited multiclass
2024 generalization
Alzu’bi et al. CICIoT2023, BiLSTM + XAI | Multi-class 99.82% Interpretability
(2024) [17] CICDDo0S2019 emphasized more
than architectural
integration
Proposed CIC-DDo0S2019 | CNN- Multi-class 99.67% Increased
CNN- BiLSTM- +0.03 computational
BiLSTM- Multi-Head complexity for
Attention Attention large-scale
deployment

From Table 4 above, it is clear that the proposed CNN-BiLSTM-Attention framework had very
promising results when compared to other recent studies on DDoS detection. While other studies
reported having slightly higher accuracy figures, it is important to note that the majority of these works
utilized conventional machine learning algorithms, binary classification schemes, or failed to consider

leakage in their preprocessing steps and validations.

3.8 Discussion
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These experimental results show that the effectiveness of CNN-BiLSTM-Attention is proved in
performing multi-class DDoS attacks classification on the CIC-DDo0S2019 dataset. The combination of
the above-mentioned CNN, BiLSTM, and Multi-Head Attention models led to an improvement of

feature extraction and classification in terms of various traffic categories.

Moreover, the application of variance filter, correlation feature selection, StandardScaler
transformation, and SMOTE technique positively impacted training stability by avoiding feature
redundancies and class imbalances. In addition, the application of Stratified 5-Fold Cross-Validation

and preprocessing during training only helped prevent data leakage.

Although the results were encouraging, the benign class produced marginally low precision and F1-
scores because of the heavy class imbalance. Further research can concentrate on using larger datasets,

more efficient models, and real-time application in IoT and SDN frameworks.
4. Conclusion and Future Work

In this research, a novel hybrid model CNN-BiLSTM-Attention was presented for multi-class DDoS
attacks classification by utilizing the CIC-DD0S2019 dataset. Hybrid modeling is an integration of the
spatial-temporal attention mechanism together with variance filtering, correlation-based feature

selection, StandardScaler, and SMOTE preprocessing approaches.

The empirical experiments illustrated excellent prediction accuracy with an average accuracy of 99.67%
+ 0.03 on five-fold cross-validation, accompanied by weights for precision, recall, and F1-score close
to 99.67%. Moreover, attention-based relevance of traffic-flow feature for multi-class DDoS attacks
classification was explored through the hybrid model. Using Stratified 5-Fold Cross-Validation and

preprocessing methods on training data only ensured fair comparison without leaking data.

Although the results seem promising, there is the possibility that the suggested framework would show
higher computational complexity in case of large-scale settings. Further research could consider
performing tests of the framework using more data, as well as the development of light frameworks to
be implemented in real-time. Another topic worth consideration would be the integration of XAI

approaches.
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Abstract

The Model Context Protocol (MCP) has become a core standard for connecting Al agents,
particularly Large Language Models (LLMs), to external tools, data sources, and services.
While this integration enables powerful new capabilities, it also creates a vast and novel attack
surface not fully covered by traditional security models. In response, the research community
has developed a variety of MCP security frameworks, including lifecycle-based threat
modeling, in-depth defense architectures, zero-trust implementations, gateway/middleware
solutions, in-run detection, and systematic benchmarking. While these frameworks
significantly improve the security posture of MCP-based systems, persistent vulnerabilities and
systemic risks remain, particularly concerning privilege management, semantic attack
detection, and ecosystem-wide trust building. Ongoing research and standardization efforts are
essential to address these gaps and ensure the secure and scalable adoption of MCP in Al
environments. These frameworks aim to address vulnerabilities such as tool poisoning, point
injection, privilege escalation, and supply chain attacks, while providing practical controls for
secure enterprise adoption and ensuring robust agent workflows. This research reviews the

current state of MCP security frameworks, their methodologies, strengths, and limitations.
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MCP Security, Model Context Protocol, Runtime Detection, Cybersecurity Frameworks.
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1. Introduction

The Model Context Protocol (MCP) has rapidly become a foundational standard for connecting
Al agents, especially large language models (LLMs),to external tools, data sources, and
services. This integration, while enabling powerful new capabilities, introduces a broad and
novel attack surface that traditional security models do not fully address. this developed a
range of security frameworks for MCP, spanning lifecycle-based threat modeling, defense-in-
depth architectures, zero trust implementations, gateway/middleware solutions, runtime
detection, and systematic benchmarking. While these frameworks significantly improve the
security posture of MCP-based systems, persistent vulnerabilities and systemic risks remain,
especially in privilege management, semantic attack detection, and ecosystem-wide trust.
Ongoing research and standardization efforts are critical for closing these gaps and ensuring
the safe, scalable adoption of MCP in Al-driven environments. These frameworks aim to
address vulnerabilities such as tool poisoning, prompt injection, privilege escalation, and
supply chain attacks, while providing actionable controls for secure enterprise adoption and
robust agentic workflows (Narajala &Habler, 2025; Guo et al., 2025; Hou et al., 2025; Xing et
al., 2025; Kumar et al., 2025; Biihler et al., 2025; Brett, 2025; Yang et al., 2025; Bhatt et
al.,2025; Hasan et al., 2025). The following review synthesizes the current landscape of MCP

security frameworks, their methodologies, strengths, and limitations.

2. Research Gaps
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Despite the significant progress made in MCP security frameworks, several key research gaps
remain that require future attention. First, privilege management and access control are
hampered by the inadequacy of dynamic mechanisms for enforcing the principle of least
privilege across multiple platforms, leaving significant vulnerabilities for abuse and
illegitimate rights escalation. Second, at the attack level, vulnerabilities related to tool
poisoning and command injection, as well as semantic, supply chain, and log attacks, persist

and are not fully addressed in many existing frameworks.

Third, cross-platform adaptability presents another gap, as MCP frameworks struggle to ensure
security when dealing with multiple environments due to differing protocols, tool versions, and
access policies. Finally, at the formal verification and policy-independent detection level, the
practical applications of these methods remain limited, although they have the potential to

address many potential security vulnerabilities.

Overall, these gaps highlight the need for comprehensive, standardized, and proactive security
solutions that integrate privilege management, advanced attack prevention, and adaptability to

multiple environments to ensure the safe and reliable adoption of MCP in future Al systems.
3. Architecture and Security Approaches for MCP
3.1. Lifecycle and Threat-Taxonomy Frameworks

Lifecycle-based frameworks decompose the MCP server lifecycle into phases (creation,
deployment, operation, maintenance) and map these to specific threat scenarios and attacker
types. For example, one framework identifies 16 activities and 16 threat scenarios, providing
fine-grained safeguards for each phase (Hou et al., 2025; Narajala & Habler, 2025; Biihler et
al., 2025; Hasan et al., 2025). The MCP Attack Library (MCPLIB) and MCPSecBench offer
systematic taxonomies and empirical attack libraries, enabling researchers to test and validate
defenses against 31+ attack types, including direct/indirect tool injection, malicious user

attacks, and LLM-inherent vulnerabilities (Guo et al., 2025; Yang et al., 2025).
3.2. Defense-in-Depth and Zero Trust Architectures

Enterprise-grade frameworks adapt NIST SP 800-53/800-207 and OWASP principles to MCP,
layering network, identity, application, and monitoring controls. These frameworks emphasize
defense-in-depth, zero trust, and continuous verification, with actionable controls for
authentication, access management, and incident response (Narajala & Habler, 2025; Braun et

al., 2022; Brett, 2025; Bhatt et al., 2025). Secure reference architectures illustrate practical
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deployment patterns, while policy-based access control and cryptographic tool verification

(e.g., ETDI) address tool poisoning and privilege escalation (Bhatt et al., 2025).
3.3. Gateway, Middleware, and Runtime Detection

Gateway and middleware frameworks, such as MCP Guardian and MCP Gateway, provide a
security-first layer for MCP-based systems, integrating authentication, rate limiting, logging,
WAF scanning, and zero trust tunneling (Xing et al., 2025; Kumar et al., 2025; Brett, 2025).
MCP-Guard introduces a three-stage detection pipeline (static scan, neural detector, LLM
arbitrator) for runtime threat detection, achieving high accuracy in identifying adversarial
prompts and tool misuse (Xing et al., 2025). Information flow control systems (e.g., SAMOS)
enforce session-level security policies at the gateway, blocking data leakage and indirect

prompt injection (Ntousakis et al., 2025).
3.4. Auditing, Benchmarking, and Formal Methods

Systematic benchmarking tools like MCPSecBench and MSB provide reproducible, extensible
platforms for evaluating MCP security across multiple hosts, attack types, and protection
mechanisms (Yang et al., 2025; Zhang et al., 2025). Auditing tools (e.g., MCPSafetyScanner)
and static analysis frameworks enable pre-deployment vulnerability detection and continuous
monitoring (Radosevich & Halloran, 2025; Hasan et al., 2025). Formal methods and diagnostic
tools (e.g., SafeMCP, MindGuard) offer policy-agnostic detection and provenance tracking for
tool poisoning and decision-level attacks (Biihler et al., 2025; Wang et al., 2025).

4. Insights and Implications for MCP Security

The reviewed MCP security frameworks represent a rapid and multi-faceted response to the
protocol’s unique risks. Lifecycle and taxonomy-based models provide a structured approach
to threat identification and mitigation, while enterprise and zero trust frameworks adapt
established security principles to the dynamic, tool-centric nature of MCP (Narajala & Habler,
2025; Hou et al., 2025; Bhatt et al., 2025). Gateway and middle ware solutions offer practical,
deployable controls for authentication, monitoring, and runtime protection, but may not fully
address semantic or toolchain-level attacks (Xing et al., 2025; Kumar et al., 2025; Brett, 2025).
Benchmarking and auditing tools are essential for systematic evaluation, revealing that over
85% of tested attacks can compromise at least one major MCP platform, underscoring the need

for ongoing improvement (Yang et al., 2025;Zhang et al., 2025).
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Despite these advances, significant challenges remain. Many frameworks focus on reactive
monitoring rather than proactive prevention, and privilege management is still underdeveloped
(Lietal., 2025). The open, decentralized nature of MCP complicates trust management, version
control, and cross-platform security adaptation (Hou et al., 2025; Li et al., 2025). Formal
verification and policy-agnostic detection are promising but not yetwidely adopted in
production systems (Biihler et al., 2025; Wang et al., 2025). The field is moving toward
standardization, with proposals for protocol-level extensions, trusted registries, and global

certification standards (Kumar et al., 2025; Narajala et al., 2025).

The table below summarizes the key claims related to MCP security frameworks, assessing the
strength of the evidence supporting each claim and providing a systematic interpretation of
previous research findings. It illustrates how different frameworks—such as multi-layered
defense, zero-trust, gateways, middleware, and auditing and benchmarking tools—contribute
to mitigating security risks, while also highlighting current weaknesses and areas requiring
future improvement. This summary provides the reader with a quick and comprehensive
understanding of the relationship between MCP-based security practices and the available

empirical and theoretical evidence.

Tabel 1: Comparative Assessment of Security Frameworks for MCP

Papers Reasoning Evidence  Claim
Strength

(Narajala & Habler, 2025; Multiple  studies Strong Defense-in-depth and zero
Xinget al., 2025; Kumar et al., show layered trust frameworks
2025;Brett, 2025; Bhatt et al., controls(auth, significantly reduce
2025) WAF, logging, common MCP  attack

policy) block tool vectors

poisoning,

injection, and

exfiltration

(Xing et al., 2025; Kumar et Gateways  block Moderate  Gateway/middleware

al.,2025; Brett, 2025; Yang et many technical solutions are effective for
al.,2025) exploits but authentication and
struggle with



2025 / o1 /g sadl

Slaghall Lr gl 355y sllao¥ oSU1 U

(Yang et al., 2025; Zhang et

al.,2025)

(Li et al, 2025; Bhatt et

al.,2025; Hasan et al., 2025)

(Biihler et al., 2025; Wang et

al.,2025)

(Hou et al., 2025; Li et al.,
2025;Narajala et al., 2025)

prompt  injection

and toolchain-level

attacks
MCPSecBench and
MSB show
widespread
vulnerabilities
across Claude,
OpenAl, Cursor,
and others
Large-scale
analysis shows
excessive

privileges and lack
of dynamic

permission models

Tools like Safe
MCP and
MindGuard show
strong results in

research but limited

production
deployment

Studies  highlight
challenges in
registry vetting,
update  pipelines,
and platform-

specific adaptation

Moderate

Moderate

Moderate

Weak

monitoring  but  limited

against semantic attacks

Systematic benchmarking
reveals >85% of attacks still
succeed against at least one

MCPplatform

Privilege management and
fine-grained access control
are underdeveloped in

current MCP frameworks

Formal verification and

policy-agnostic  detection
are promising but not yet

widely adopted

Open, decentralized MCP
ecosystems complicate
trust, versioning, and cross-

platform security

5. Comparing MCP Security Frameworks: Threat Models, Architectures, and Coverage
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Lifecycle/Taxonomy Frameworks excel at identifying potential system failures, while
Enterprise and Gateway Frameworks focus on enhancing and deploying secure environments.
MCIP frameworks concentrate on improving the protocol interface itself, while tools like
MCP-Guard, MCPSecBench, and MCPLIB provide attack measurement and detection
capabilities. These frameworks work together to form an integrated ecosystem; however,
robust privilege management, protocol-level normative changes, and effective cross-platform

defenses remain open challenges requiring future attention.

Multiple MCP security frameworks exist with different goals: some model threats across the
lifecycle, others define enterprise controls, gateway patterns, or runtime detection. Comparing
them helps clarify what you get from each and where gaps remain. The following table
compares the main MCP security frameworks, highlighting their differing objectives and
outputs. Some frameworks focus on threat and lifecycle modeling, detailing the activities and
threats at each stage of the MCP server process, while others emphasize enterprise controls and
in-depth defense, encompassing network, identity, application, and monitoring. This table
allows the reader to understand the core concept of each framework, its scope, and practical

outputs, helping to identify strengths and remaining security gaps.

5.1. Threat & Lifecycle Frameworks vs. Enterprise Control Frameworks

Citations Enterprise Defense- Lifecycle/ Taxonomy Aspect
in-Depth(Narajala & (Hou et al., MCPLIB,
Habler) MCPSecBench)

(Houetal., 2025; Guo Map NIST/Zero Map MCP server Coreidea

et al., 2025;Yang et Trust/OWASPcontrol lifecycle to
al., 2025) s to MCP layers attackertypes and
threats

(Hou et al., 2025; Guo Network, identity, 4 phases, 16 activities, Coverage
et al., 2025;Narajala app, 16  threatscenarios;
& Habler, 2025) monitoringcontrols 31-35+ attacks

for enterprises

(Houet al., 2025; Guo Concrete control Fine-grained Output
et al., 2025;Narajala catalog, safeguards per
& Habler, 2025)
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referencearchitectures phase,attack

, configs taxonomies

5.2. Gateway / Middleware vs. Protocol-Level & Runtime Frameworks

Gateways / middleware (MCP Guardian, MCP Gateway):Provide central control points
with auth, rate limiting, logging, WAF/IDS, and zero-trust tunneling; explicitly mapped
to theNarajala & Habler framework to show layered coverage (Narajala & Habler,
2025; Kumar et al., 2025; Brett, 2025).

Protocol-level (MCIP):Redefines MCP itself with contextual-integrity rules, explicit
logging, and a safety-aware “guardrail” abstraction, guided byMAESTRO; adds a
taxonomy and benchmark to train/evaluate LLM safety within MCP interactions (Jing
et al., 2025).

Runtime detection (MCP-Guard, scanners):MCP-Guard uses a 3-stage pipeline (static
scan — neural detector — LLM arbitrator) plus MCP-AttackBench (70k+
samples),achieving ~89-96% detection metrics and focusing on semantic attacks and
evolving threats (Xing et al., 2025).MCPSafetyScanner and industrial scanners
emphasize pre-deployment auditing of arbitrary servers (Radosevich & Halloran,2025;
Guo et al., 2025; Yang et al., 2025).

5.3. System-Level Comparisons & Gaps

Comparative studies: MCPSecBench shows >85% of 17 attack types succeed against
at least one major MCP platform, andcurrent protections (including some gateway-style
defenses) have “little effect” against many attacks (Yang et al., 2025).

Privilege management: Large-scale measurements of 2,562 MCP apps show pervasive
over-privilege and argue that existingframeworks are mostly reactive, lacking dynamic
least-privilege and platform-aware controls (Li et al., 2025).

Architecture tradeoffs: Comparing MCP vs function calling, MCP offers better attack
containment via explicit boundaries butintroduces complex cross-boundary trust and

validation requirements (Gasmi et al., 2025).
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6.Future Research Directions in MCP Security

Based on identified research gaps in MCP security frameworks, it is clear that there are urgent
research needs to address shortcomings in privilege management, cross-platform adaptability,
and standardized security criteria. These gaps indicate that future research should focus on
developing proactive, standardized, and multi-environment security solutions that integrate

formal verification and policy-independent disclosure to ensure sustainable security.

Accordingly, a set of open research questions has been identified, representing the key
directions that future research should target to strengthen MCP security frameworks, provide a
trusted and secure environment for future Al agents, and enhance the security of agent-based

systems.

First, how can MCP frameworks implement dynamic, least-privilege access controls across
diverse platforms? Excessive privileges are a major risk, hence the need for context-aware

dynamic controls to ensure secure and scalable deployment.

Second, what protocol-level standards and validation processes can ensure trust in
decentralized MCP records? Decentralized tool logs represent a major attack vector, while
global standards and validation processes remain lacking, necessitating the development of

reliable standard frameworks.

Third, how can formal verification and policy-independent disclosure be integrated into real-
world MCP applications? Research tools have shown promise in this area, but their production

adoption is limited, and their integration is a crucial step toward addressing key security gaps.

In summary, despite significant progress in MCP security frameworks, addressing privilege
management, standardization, and formal verification techniques will remain essential for

ensuring robust and sustainable security in agent-based Al systems.
7. Conclusion

This research examines Model Context Protocol (MCP) security frameworks in Al proxy
systems, highlighting the unique security challenges posed by the MCP environment, such as
tool poisoning, point injection, privilege escalation, and supply chain attacks. The study
provided a comprehensive review of various frameworks, including lifecycle and classification

frameworks, enterprise-level defense frameworks, gateway and middleware paradigms, and
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measurement and auditing tools, outlining the scope, strengths, and practical outputs of each

framework.

The comparison revealed that each framework category contributes significantly: lifecycle
frameworks help accurately identify potential threats, enterprise and gateway frameworks
provide mechanisms to enhance deployment environments, and tools such as MCP-Guard,
MCPSecBench, and MCPLIB offer attack detection and measurement capabilities. However,
privilege management, protocol standardization, and cross-platform security measures during

operation remain key gaps requiring future research.

In conclusion, this research highlights that developing comprehensive and advanced security
frameworks, integrating proactive controls, formal verification, and benchmarking, is crucial
for ensuring the security of MCP in Al proxy systems, paving the way for the secure and

reliable adoption of these protocols in future applications.
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ABSTRACT

Jordan's Ministry of Education introduced the Siraj smart educational platform as a
cornerstone of the kingdom's digital transformation agenda in schooling. Positioned as an Al-
supported environment for curriculum delivery, formative assessment, and teacher-student
interaction, Siraj represents an ambitious effort to modernize public education through adaptive
technologies. Yet the transition from policy aspiration to classroom practice has revealed a complex

constellation of challenges that warrant sustained scholarly examination.

This study employs a qualitative analytical design grounded in systematic thematic analysis.
Source material encompasses peer-reviewed literature published between 2022 and 2026, official
Ministry of Education documentation, the Siraj platform's publicly available resources, World Bank
and UNESCO reports on Jordanian education, and user-generated discourse from social media
platforms including Facebook, X (formerly Twitter), YouTube, and educational forums active within
the Jordanian context. The analysis is theoretically anchored in the Technology Acceptance Model
(TAM) and the Technological Pedagogical Content Knowledge (TPACK) framework, both of which

foreground the role of contextual and professional factors in shaping technology adoption.

Five interrelated thematic clusters emerge from the data: digital infrastructure and
connectivity limitations, pedagogical integration and instructional design constraints, teacher
readiness and professional development deficits, data privacy and algorithmic accountability
concerns, and socially mediated user perceptions of the platform. Findings indicate that while Siraj
carries genuine potential for personalized learning and curriculum alignment, its current
implementation is constrained by uneven infrastructure, inadequately prepared teachers, limited
alignment between platform affordances and classroom pedagogical practice, and unresolved
guestions about student data governance. Social media discourse reflects a predominantly critical
public reception, though a discernible cluster of constructive educator engagement signals meaningful
openings for more effective adoption. The study concludes with evidence-based recommendations
for researchers, policymakers, and school practitioners working toward equitable and pedagogically

grounded Al integration in Jordanian education.
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INTRODUCTION

Digital transformation in education has moved from aspirational agenda to operational
imperative across much of the Arab world. Jordan, which has maintained a comparatively progressive
stance on educational reform within the region, has made the integration of artificial intelligence into
schooling a stated national priority. The Siraj smart educational platform - deployed by the Ministry
of Education as a hub for curriculum content, formative assessment, and teacher-student
communication -embodies this commitment in institutional form, representing the most visible

expression of the kingdom's effort to align its schools with twenty-first-century learning environments.

The platform's development is contextually situated within Jordan's National Education
Strategy and regional frameworks such as the Arab Digital Economy Strategy, both of which identify
Al-enabled schooling as a vehicle for improving learning outcomes and reducing educational
inequality. Siraj is therefore not merely a technological product; it is a policy instrument, carrying with
it assumptions about how artificial intelligence can enhance pedagogical practice, widen access to
quality content, and produce more data-informed school management. These assumptions are not
unreasonable on their face - they draw on a substantial international literature on the potential of
adaptive learning systems - but they are assumptions nonetheless, and the history of educational
technology reform is replete with cases where promising tools encountered conditions that their

designers had not anticipated.

The scholarly literature on Al in education offers consistent caution against technological
determinism. Studies conducted across both developed and developing country contexts document a
persistent gap between what Al-based platforms are designed to accomplish and what teachers,
students, and administrators experience in daily use (Holmes et al., 2022; Selwyn, 2022). In Jordan,
this gap is shaped by material conditions - connectivity disparities between urban governorates and
peripheral areas, shortages of appropriate device access, and a teaching workforce for whom digital
upskilling has proceeded unevenly - alongside cultural and institutional factors that condition how

new tools are received and integrated into existing professional practice.

This paper takes a qualitative analytical approach to examining these challenges in depth.
Rather than evaluating Siraj's technical architecture against an idealized standard, the analysis
grounds itself in what is documentable: platform features as described in official sources, educator

and student responses visible in public discourse, comparative evidence from analogous initiatives in
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the Arab world and beyond, and the growing body of educational technology scholarship that
foregrounds equity, ethics, and pedagogical alignment. The aim is to produce a nuanced account of
the platform's implementation challenges - one grounded in evidence and calibrated to the specific
conditions of Jordanian schooling - that can inform the decisions of those responsible for shaping the

platform's development.

RESEARCH PROBLEM

Despite the Ministry of Education's public commitment to embedding artificial intelligence in
Jordanian schools through the Siraj platform, there is a marked deficit of peer-reviewed empirical
research examining whether and how the platform is meeting its stated pedagogical objectives.
Existing commentary is largely institutional in character — produced by the Ministry itself or by
technology partners — and tends toward promotional framing rather than critical appraisal.
Meanwhile, educator and student responses to the platform, expressed through social media
platforms and educational forums, paint a considerably more complicated picture, surfacing technical
frustrations, pedagogical mismatches, and governance concerns that official channels have not

systematically addressed.

This asymmetry between official optimism and user-level experience constitutes the central
analytical problem this study addresses. Without a grounded, evidence-based examination of the
technical and pedagogical challenges embedded in Siraj's current implementation, policymakers lack
the diagnostic information needed to make targeted improvements, and researchers lack a
documented foundation from which to design future empirical work. The present study positions itself

as a contribution to closing that gap.

RESEARCH QUESTIONS

This study is guided by the following research questions:

1. What technical challenges arise from the implementation of the Siraj platform in Jordanian

educational settings, and how do infrastructure conditions shape user experience?

2. How do pedagogical and instructional design characteristics of the platform affect its effectiveness

as an active learning tool?

3. What forms of interaction do teachers and students develop with the platform, and what barriers -

professional, material, or institutional - shape those interactions?

4. What privacy, ethical, and data security concerns attend the platform's use, and how are they

currently being addressed in official policy?
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5. How do Jordanian educators, students, and parents perceive and discuss Siraj in public and social

media discourse, and what do those perceptions reveal about implementation gaps?

6. What lessons from regional and international Al-in-education initiatives are transferable to the

Jordanian context?

OBJECTIVES OF THE STUDY

The study pursues six principal objectives:

1. To document and analyze the technical challenges constraining the effective deployment of Siraj

across Jordanian schools, with particular attention to infrastructure inequality.

2. To assess the platform's alignment with established principles of sound instructional design, active

learning, and the adaptive use of Al in educational contexts.

3. To examine how teacher readiness, digital literacy levels, and the quality of professional

development shape actual engagement with Al-supported teaching tools.

4. To identify data privacy and algorithmic accountability concerns relevant to a state-operated

educational Al platform serving minor students.

5. To synthesize user perceptions and social media discourse as legitimate and analytically productive

sources of evidence about platform reception and implementation quality.

6. To produce contextually grounded, evidence-based recommendations for improving Al integration

in Jordanian public schools.

SIGNIFICANCE OF THE STUDY

Scholarship on Al in Arab-world educational contexts remains comparatively sparse relative
to the volume of implementation activity occurring across the region. Jordan occupies a particularly
instructive position: small enough for policy changes to be implemented at national scale within a
manageable timeframe yet facing the resource and infrastructure constraints typical of middle-
income countries navigating digital transitions. A rigorous qualitative analysis of Siraj's
implementation challenges therefore contributes simultaneously to the region-specific literature on
educational technology and to the broader field, which has repeatedly called for more contextually
embedded studies of Al platforms in non-Western, resource-constrained settings (Crompton & Burke,

2023; Tlili et al., 2023).

The study also addresses a methodological gap that is characteristic of EdTech research in

Jordan more broadly. Existing work has relied heavily on survey instruments and quantitative
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measures of user satisfaction or adoption rates, producing aggregate pictures that can obscure the
lived complexity of classroom technology use. Thematic analysis of qualitative sources- including social
media discourse -offers a richer and more contextually sensitive analytical lens. This paper's treatment
of digital community discourse as scholarly evidence, subject to appropriate methodological caveats,
contributes modestly but meaningfully to expanding the evidentiary repertoire of educational

technology research in the Arab world.

From a policy standpoint, the study is significant because it arrives at a moment when the
Ministry of Education is still in a position to reshape the platform's implementation trajectory. The
challenges identified here are structural but not intractable; they are amenable to policy responses
that are specific, evidence-based, and practically achievable within Jordan's resource context. An
analysis that articulates these challenges with precision is therefore more useful to policymakers than

one that offers either broad praise or undifferentiated critique.

LITERATURE REVIEW

1. Al in Education: Frameworks, Findings, and Critical
Perspectives
The academic literature on artificial intelligence in education has grown substantially since

2020, with increasing attention to implementation in resource-constrained, non-Western contexts.
Holmes et al. (2022) provides one of the most comprehensive treatments of the ethical dimensions
involved, arguing that Al in education raises foundational questions about fairness, transparency, and
algorithmic bias that developers and policymakers have been slow to address in systematic ways. Their
analysis is particularly relevant to platforms operating within national school systems, where
algorithmic recommendations about student performance or content sequencing may not be
transparent to teachers or students, and where the populations most directly affected - children in

compulsory schooling - have limited capacity to contest automated decisions.

Crompton and Burke (2023) draw a useful distinction between Al as a content delivery
mechanism and Al as a genuine pedagogical agent. The former describes systems that automate
information presentation and discrete-item testing; the latter implies adaptive systems capable of
responding to individual learning trajectories in ways that meaningfully reconfigure teaching and
learning. Most Al platforms currently operating within school systems - including those deployed
across the Arab world - function closer to the content delivery end of this spectrum, a gap between
marketing claim and functional reality that experienced educators tend to identify relatively quickly in
practice. This distinction is analytically central to evaluating Siraj's stated adaptive features against

what teachers and students encounter.
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Tlili et al. (2023), examining Al-based learning tools in educational contexts, observe that
enthusiasm for Al adoption in schools frequently outpaces the evidence for specific learning benefits,
particularly in contexts where foundational digital literacy is uneven among teachers and students.
They caution against what might be termed technology-led adoption - circumstances in which
platform availability shapes pedagogy rather than pedagogical need driving platform design. This
caution resonates forcefully with the Jordanian situation, where Siraj's institutional deployment has
proceeded in advance of the professional development infrastructure necessary for its meaningful

use.

The ethics of student data collection in Al educational systems has attracted growing scholarly
attention since 2022. Holmes et al. (2022) identify the granular extraction of behavioral and academic
data from children as one of the most underregulated domains in educational technology, noting that
consent frameworks designed for adult digital services are rarely appropriate for school-age users,
and that institutional data governance in schools is typically inadequate to the surveillance potential
embedded in modern Al systems. UNESCO's (2023) guidance document on generative Al in education
reinforces these concerns, calling for explicit data minimization policies, clear notification protocols
for students and parents, and meaningful human oversight of automated educational decisions —

standards that few national school-level Al deployments have yet operationalized.

2. Digital Infrastructure and the Geography of
Connectivity
Any substantive analysis of educational technology in Jordan must engage with the structural

unevenness of the kingdom's digital infrastructure. The World Bank (2022) documents persistent
disparities in connectivity and device access between urban centers - Amman, Zarqa, Irbid — and rural
and peripheral governorates in the south and east, noting that these disparities reflect patterns of
general public investment rather than technology-specific gaps. For educational platforms that
assume reliable broadband access, this geography of connectivity creates fundamentally different
learning environments across the country, with students in under connected areas effectively

accessing a degraded version of the same platform that serves urban counterparts.

The International Telecommunication Union (2023) data on broadband penetration confirms
this picture at the household level, with aggregate national figures that mask significant regional,
socioeconomic, and gendered variation. Research from comparable MENA contexts has highlighted
that girls in conservative rural households may face compound barriers to device access outside school
hours - reflecting both household income constraints and socially shaped norms around device

allocation - limiting their ability to engage with platforms that assume home-based access as a routine
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component of learning (OECD, 2023). This gendered dimension of the digital divide is not incidental

to educational equity; it is one of its most consequential expressions.

3. Teacher Readiness and the TPACK Framework

Perhaps no theme in the educational technology literature is more consistently documented
than the centrality of teacher readiness to the success or failure of digital tool adoption. Mishra and
Koehler's Technological Pedagogical Content Knowledge (TPACK) framework, extended and
empirically validated in numerous subsequent studies, posits that effective technology-enhanced
teaching requires the simultaneous development of content knowledge, pedagogical knowledge, and
technological knowledge - and that deficits in any single dimension undermine the others. The
framework's core insight - knowing how to operate a tool is categorically different from knowing how
to use it to teach a specific subject well - has proven consistently robust across contexts (Rosenberg

& Koehler, 2015).

Studies examining Al platform adoption in Jordanian and comparable Arab contexts have
found that teacher preparation programs disproportionately address the technical mechanics of
platform navigation rather than the subject-specific pedagogical integration that TPACK identifies as
the more consequential competency (Al-Adwan et al., 2023). The result is a teacher workforce that
may be operationally literate with a given platform but lacks the integrated knowledge to make
meaningful pedagogical decisions about when, how, and why to deploy its features in relation to
specific learning objectives. This operational pedagogical gap is particularly salient for Al-adaptive
platforms, where the teacher's role shifts from content delivery to the interpretation and mediation
of algorithmic recommendations - a shift that requires sophisticated professional judgment, not

merely technical familiarity.

Selwyn (2022) advances a complementary critical argument: much professional development
in educational technology is designed by technologists rather than educators, resulting in training that
prepares teachers to operate platforms but not to think critically about whether and when those
platforms genuinely serve learning. This distinction between operational competence and pedagogical
wisdom resonates with what can be inferred from public discourse about Siraj-related professional
development, where teacher commentary consistently suggests that Ministry training sessions have

been procedurally focused rather than pedagogically integrative.

4. User Experience, Satisfaction, and Evidence of Social
Media Discourse

Social media has become a significant informal arena for educational community discourse

about adoption of technology, particularly in communities where formal feedback channels are



2025 / &t [gut saalt Slaghall L o S5 St oS g

perceived as insufficiently responsive. In Jordan, Facebook groups for teachers and parents, YouTube
commentary threads on educational platforms, and X (Twitter) exchanges among educators constitute
a meaningful, if methodologically complex, corpus of user-generated evidence about platform
experiences. These platforms do not produce representative samples in any conventional statistical
sense, but they surface recurring concerns, patterns of productive use, and community sentiment that

formal survey instruments rarely capture with equivalent granularity.

Akour et al. (2022), examining technology adoption among educators in Jordan and the wider
Gulf context, find that social influence - including peer discourse in online communities - plays a
significant role in shaping teachers' decisions to engage substantively with or distance themselves
from new educational tools. This finding is consistent with TAM's extended formulations, which
incorporate social norms and institutional context as adoption predictors alongside perceived
usefulness and ease of use. For Siraj, the implication is that the quality of peer discourse about the
platform - much of which is currently critical in tone - may itself be constraining adoption among

educators who might otherwise be more receptive.

5. Regional and International Comparative Perspectives
Comparative evidence from similar initiatives elsewhere in the Arab world reveals that the

challenges confronting Siraj are structurally common to national-scale Al education deployments in
the region, though the capacity and speed of response vary. Saudi Arabia's Madrasati platform, scaled
rapidly during the COVID-19 pandemic and subsequently enhanced with adaptive content features,
encountered analogous challenges around teacher readiness and digital access inequality, but
benefited from substantially greater public investment in device distribution and infrastructure. The
contrast with Jordan is instructive precisely because it highlights how platform capabilities are a
relatively small determinant of implementation success compared to the support ecosystem

surrounding the platform.

The UAE's Al-in-education strategy - grounded in a comprehensive policy ecosystem,
substantial per-student resource allocation, and a structured national Al curriculum - represents a
ceiling that most MENA jurisdictions are not currently positioned to approach, making it a useful
reference point but not a direct comparator. More transferable lessons come from Egypt's Edmodo-
based and national platform experiences, where research has highlighted the importance of school-
level administrative support and subject-specific professional development as mediating factors

between platform availability and meaningful classroom integration (UNESCO, 2023).
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From beyond the region, OECD (2023) analysis of Al in education across member and partner
countries identifies a consistent pattern: the most effective implementations are characterized not by
the sophistication of the Al itself but by the quality of the surrounding support ecosystem — sustained
professional development, clear pedagogical frameworks, infrastructure investment calibrated to
actual user conditions, and iterative feedback mechanisms that allow platform issues to be
systematically identified and resolved. These conditions are achievable in the Jordanian context, but

they require sustained policy commitment rather than technological procurement alone.

THEORETICAL FRAMEWORK
6. Technology Acceptance Model (TAM)

Developed by Davis (1989) and subsequently extended by numerous researchers in
educational technology contexts, the Technology Acceptance Model identifies perceived usefulness
and perceived ease of use as the primary determinants of user adoption of a new technology. In its
extended formulations, TAM incorporates social influences, facilitating conditions, prior technology
experience, and institutional context as additional variables shaping adoption decisions (Akour et al.,
2022; Al-Adwan et al., 2023). For this study, TAM provides a conceptual language for interpreting the
differentiated patterns of Siraj adoption and resistance documented in social media discourse and

comparative literature, without reducing non-adoption to technophobia or irrationality.

Critically, TAM also directs attention toward the usability barriers that function as adoption
thresholds - conditions under which users never reach the evaluative stage of assessing a platform's
educational utility because technical friction has already foreclosed meaningful engagement. This
threshold dynamic is particularly relevant for Siraj, where recurring technical complaints suggest that
a significant portion of the teacher and student population has not accessed the platform's

pedagogical features because interface, connectivity, or device issues have intervened first.

7. Technological Pedagogical Content Knowledge
(TPACK)

The TPACK framework, introduced by Mishra and Koehler (2006) and operationalized in a
substantial body of empirical research, insists that effective technology integration in teaching cannot
be reduced to technical skill. It requires instead the integration of three knowledge domains: content
knowledge (what is being taught), pedagogical knowledge (how it should be taught), and technological
knowledge (how available tools can support that teaching). The intersections among these domains -
Technological Content Knowledge, Technological Pedagogical Knowledge, and TPACK itself - define
the zones of professional competence that distinguish genuinely transformative technology use from

mere digital substitution.
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For this study, TPACK provides the analytical lens for evaluating whether Siraj's design and
implementation process has adequately supported this integrated form of teacher knowledge, or
whether it has — as is structurally common in institutional EdTech rollouts - treated technological skill
as a sufficient proxy for the richer professional development that effective classroom integration
requires. The TPACK framework is especially valuable here because it locates the challenge not in the
technology itself but in the professional ecosystem surrounding it, making it a productive framework

for generating policy-relevant recommendations.

Together, TAM and TPACK constitute a theoretically coherent dual framework suited to the
qualitative analysis that follows. TAM provides the individual-adoption lens; TPACK provides
professional-knowledge lens. Their combination allows the analysis to account simultaneously for
user-level barriers and institutional-level support deficits without reducing the complexity of Siraj's

implementation to any single causal explanation.

METHODOLOGY

8. Research Design

This study employs a qualitative analytical design organized around systematic thematic
analysis. The choice of qualitative methodology reflects both the exploratory nature of research
guestions and the absence of large-scale empirical data on Siraj's implementation outcomes. A
qualitative approach is better suited than a quantitative one to generating conceptually rich,
contextually grounded insights into a phenomenon that is still being actively shaped - where the aim
is to understand the texture and structure of challenges rather than to measure their frequency across

a representative sample.

9. Data Sources

The analysis draws on four categories of source material, each contributing a different

perspective on Siraj's implementation landscape:

Academic literature constitutes the primary scholarly foundation. Peer-reviewed studies published
between 2022 and 2026 on Al in education, educational technology adoption in Jordan and the Arab
world, digital infrastructure, teacher readiness, and data privacy in learning platforms were
systematically identified through Scopus, Web of Science, ERIC, and Google Scholar. Search terms

included "Al in education Jordan," "smart learning platforms Arab world," "educational technology
adoption MENA," "TPACK developing countries," and "data privacy in school Al platforms," applied
individually and in combination. Priority was given to sources indexed in Scopus, Web of Science, and

ERIC, with Taylor & Francis, Springer, ScienceDirect, and IEEE journals also represented.
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Official documents provided institutional context for the analysis. Reports and announcements from
the Jordanian Ministry of Education, official Siraj platform documentation and publicly accessible web
resources, and relevant national policy statements were examined alongside regional documents from

UNESCO, the World Bank, and the OECD.

Social media and public discourse were treated as a third data category. User-generated content from
publicly accessible Jordanian Facebook groups for teachers and parents, YouTube video comment
threads reviewing or demonstrating the Siraj platform, X (Twitter) exchanges involving hashtags
related to Siraj and Jordanian education reform, and educator discussions on LinkedIn and educational
forums were analyzed as discourse data. Content was approached as evidence of community

sentiment and recurring concerns rather than as survey responses or representative samples.

Comparative case material drawn from secondary accounts of comparable deployments in Saudi
Arabia, the UAE, Egypt, Finland, and South Korea provided the international reference frame for

interpreting Jordan-specific findings.

10. Analytical Procedure

Thematic analysis followed the six-phase procedure described by Braun and Clarke (2006) and
adapted for systematic document review contexts: familiarization with the data corpus, generation of
initial codes, search for emergent themes, review and refinement of themes, definition and naming
of final themes, and production of the analytical account. The coding process was iterative, with an
initial inductive phase producing raw thematic clusters that were subsequently interpreted

deductively against the TAM and TPACK frameworks to generate theoretically grounded explanations.

11. Ethical Considerations
As the study does not involve primary data collection from human participants, conventional

research ethics review requirements do not apply. Social media data was handled with appropriate
care: all analyzed content consists of publicly accessible posts, and no individually identifying
information from private accounts is reproduced or cited. The analysis treats social media discourse
as aggregate community evidence, attending to recurring patterns and sentiment clusters rather than

to individual testimony.

RESULTS AND THEMATIC ANALYSIS

12. Theme 1: Technical Infrastructure and Connectivity
Limitations

The most consistent finding across the data corpus is that the Siraj platform's technical

performance is highly uneven across Jordanian governorates, with users in peripheral and rural areas
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experiencing substantially greater difficulties than those in urban centers. Social media discourse
surfaces recurring patterns of complaint: slow page loading and session timeouts during instructional
activities, limited compatibility with older mobile browsers, audio-visual content that fails to stream
reliably on lower-bandwidth connections, and intermittent platform unavailability during peak usage

periods coinciding with school hours.

These observations align directly with documented patterns of digital inequality in Jordan.
While national broadband adoption has expanded steadily, the quality and reliability of connectivity
outside major urban centers remains insufficient to support data-intensive applications without
supplementary infrastructure investment. The World Bank (2022) identifies this sub-national
variability as a principal risk factor for digital public services in Jordan, noting that infrastructure
conditions that appear adequate at national aggregate level can mask severe local constraints. The
Siraj platform's current technical design does not appear to address this variability through adaptive
measures such as offline content caching, low-bandwidth modes, or lightweight mobile interfaces —
features that comparable platforms in other middle-income country contexts have developed

precisely to extend reach beyond well-connected areas.

Device heterogeneity constitutes a related but distinct technical challenge. The COVID-19
period accelerated device distribution in Jordanian schools, but the resulting landscape is
characterized by a wide hardware range - students and teachers using a mixture of personal
smartphones, older tablets, school-issued devices of varying generations, and shared computer
terminals. Siraj's interface appears optimized for a relatively modern device profile, and users with
older hardware frequently report interface degradation, including elements that do not render
correctly on older operating systems or within resource-constrained browser environments. This
heterogeneity is not a temporary condition; it reflects the economic realities of a public school system

with constrained per-pupil technology budgets.

13. Theme 2: Pedagogical and Instructional Design
Challenges

A second major thematic cluster concerns the gap between the platform's stated pedagogical
ambitions and its actual instructional design as experienced by teachers. Siraj is described in official
Ministry documentation as an adaptive learning environment capable of personalizing content
sequencing according to individual student performance data. However, teacher discourse analyzed
in this study consistently suggests that the platform's adaptive features are either not consistently
visible to educators in practice or are not sufficiently transparent in their logic to allow meaningful

teacher interpretation or intervention.
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This finding aligns with Crompton and Burke's (2023) critique of Al educational platforms that
present adaptive features primarily as marketing differentiators without providing the pedagogical
scaffolding that would allow teachers to interpret, interrogate, or supplement algorithmic content
recommendations. For a teaching workforce trained primarily in direct instruction and curriculum-
book-based approaches, integrating an Al-adaptive layer requires not merely technical training but a
fundamental reconceptualization of the teacher's professional role - a reconceptualization that the

Siraj implementation process has not yet systematically supported.

TPACK analysis of the available evidence suggests that teacher preparation for Siraj has been
disproportionately concentrated in the Technological Knowledge domain - how to navigate the
platform's interface and assign content - while substantially neglecting the Technological Pedagogical
Knowledge dimension: how to integrate platform tools into subject-specific instructional sequences
in ways that genuinely advance student learning. The consequence, visible in teacher social media
discourse, is that the platform tends to be used primarily as a content display tool - a digital version
of the textbook - rather than as an interactive environment capable of personalizing learning or

generating diagnostic information about individual students.

Assessment functionality within the platform has generated specific pedagogical concerns.
The platform includes quiz and structured assignment tools, but teachers report that these are better
suited to assessing discrete knowledge recall than to evaluating the higher-order thinking
competencies - analysis, argument, creative application - emphasized in Jordan's revised national
curriculum. This tension between platform assessment affordances and curriculum aspirations is not
a feature unique to Siraj; it reflects a structural characteristic of most current Al educational
assessment systems (Holmes et al., 2022). But it creates a practical problem for teachers who feel
professionally obligated to prepare students for both the curriculum's stated objectives and the

narrower forms of knowledge the platform's tools are currently designed to measure.

14. Theme 3: Teacher and Student Interaction Patterns
Analysis of social media discourse and comparative literature identifies three distinct patterns

of teacher engagement with the Siraj platform. A comparatively small proportion - typically younger
educators with stronger prior digital competence and, in many cases, pre-existing familiarity with
comparable platforms - engage with the platform's fuller range of features, integrating content
delivery, assignment management, and student progress tracking into coordinated instructional
routines. A substantially larger group uses the platform selectively and instrumentally, incorporating
it into existing practices only where it replaces tasks - worksheet distribution, homework assignment

tracking, absence notification - that were previously accomplished through less efficient manual
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means. A third group, whose representation in social media discourse is smaller but whose situation
is pedagogically significant, has effectively disengaged from substantive platform use while

maintaining nominal compliance with institutional requirements through minimal login activity.

This trimodal pattern reflects findings documented across EdTech adoption studies in
comparable national contexts, where implementation mandates without adequate professional
support tend to produce compliance behaviors that register in platform analytics as engagement but
do not correspond to meaningful pedagogical integration (Selwyn, 2022). The implication for Ministry
evaluation is significant: platform usage statistics - login frequency, content access rates, assignment
submission counts - are a poor proxy for genuine pedagogical engagement, and reliance on these

metrics risks producing a misleading picture of implementation success.

Student interaction with Siraj displays analogous variation, shaped primarily by differential
access to devices and home connectivity. Students who engage with the platform outside school hours
- primarily for reviewing content and completing assignments - are concentrated among those with
reliable home internet access and personal devices, reinforcing the connectivity-based inequalities
documented in Theme 1. Students sharing devices with siblings or using mobile data subject to
household data allowances face real constraints on the depth and consistency of their platform
engagement. Younger students at the primary level report particular difficulty navigating the
platform's interface without adult support, suggesting that the user experience design has not been

adequately calculated for the full age range of the platform's intended user population.

Parent engagement with the platform, primarily through monitoring functions that display
student progress and assignment submissions, has generated its own distinct set of concerns. Parents
report difficulty interpreting automated progress reports - particularly where Al-generated
performance indicators are presented without sufficient explanatory context - and express frustration
at the gap between the information the platform provides and the richer, more qualitative accounts

of student progress that they receive from face-to-face teacher communication.

15. Theme 4: Data Privacy, Ethics, and Algorithmic
Accountability

The data practices associated with the Siraj platform constitute a domain where both
academic literature and public discourse reveal significant unresolved concerns. The platform collects
student behavioral data - including login frequency, time-on-task measures, assessment performance
records, and content interaction patterns - and uses these data to generate progress reports and, in

principle, to drive adaptive content recommendations. The privacy implications of this collection,
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particularly for minor students in a compulsory public-school context, have not been comprehensively

addressed in publicly available Ministry of Education documentation.

Holmes et al. (2022) argue that educational Al systems collecting granular behavioral data
from children require, at minimum, explicit and affirmative consent mechanisms, robust data security
infrastructure, clear policies governing data retention periods and third-party access rights, and
transparent communication to students and parents about how collected data is processed and used.
UNESCO (2023) reinforces these requirements, adding that algorithmic transparency - the practical
ability to understand, contextualize, and contest automated decisions about a student's learning
trajectory - constitutes a fundamental right that educational institutions adopting Al tools are

obligated to protect.

Analysis of Siraj's publicly available terms and privacy documentation suggests that these
standards have not yet been fully operationalized. Parent discourse on social media reflects an
awareness of this gap: recurring questions about what data the platform collects, how long it is
retained, who has access to it, and whether it may be shared with commercial technology partners
reveal a user community that is neither uninformed about privacy concerns nor adequately reassured
by existing official communication. The algorithmic transparency dimension is equally
underaddressed: teachers report that the platform's content recommendations appear without
explanatory rationale, leaving educators unable to evaluate whether an algorithmic content
suggestion is appropriate for a specific student's current needs, learning style, or prior performance

pattern.

The broader question of data sovereignty - whether the infrastructure on which student data
is stored is subject to Jordanian legal jurisdiction, and whether the platform's Al components are
provided by third-party technology vendors with their own data access provisions - does not appear
to have been publicly addressed by the Ministry of Education. This is not a concern unique to Siraj; it
reflects a systemic gap in how educational Al procurement is governed across many national contexts.
But for a state platform serving children in compulsory schooling, the obligation to resolve these

guestions transparently is particularly pressing.

16. Theme 5: User Feedback and Social Media
Perceptions
Social media discourse about Siraj reveals a public conversation that resists reduction to either

enthusiastic endorsement or blanket rejection. Three broad sentiment clusters emerge from the

analyzed content, each illuminating a different dimension of the platform's reception.
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The first cluster, quantitatively dominant in the teacher and parent Facebook groups analyzed,
consists of operational complaints about specific technical and usability failures: interface bugs, login
authentication problems, slow content loading, confusing navigation hierarchies, and mismatches
between assigned content units and the actual curriculum sequence students are following in their
classrooms. These posts are notable not only for their frequency but for their tone, which tends to be
constructive - users articulate what would need to change for the platform to function as described,
suggesting a community that remains willing to engage with the technology if its practical obstacles
were substantively addressed. This orientation toward problem-solving, rather than categorical

rejection, is an important signal for platform improvement strategy.

The second cluster, better represented on X (Twitter) and in LinkedIn discussions among more
senior educators, consists of principled skepticism about Al-based education as a reform instrument.
This discourse situates Siraj within a broader critique of technology-driven educational change,
arguing that the platform substitutes technological novelty for the curriculum investment, class-size
reduction, and teacher salary improvements that educators identify as the more consequential
determinants of educational quality. These arguments draw on both locally grounded frustrations and
international debates about the efficacy limits of EdTech as a school improvement mechanism
(Selwyn, 2022). This cluster of discourse is analytically significant because it represents a form of

resistance that technical platform improvements alone are unlikely to address.

The third cluster - smaller in volume but strategically important for policy - consists of genuine
and specific enthusiasm from educators who have identified productive uses for the platform within
their teaching contexts. These posts originate predominantly from STEM subject teachers who have
used Siraj's exercise content to supplement their in-class instruction for students who need additional
practice opportunities, and from teachers who have found the assignment management functions
more efficient than previous manual approaches. Their accounts suggest that the platform
demonstrates real utility when used as a supplementary resource rather than as a primary delivery
mechanism - a finding with direct implications for how the Ministry positions the platform's role in

official pedagogical guidance.

DISCUSSION

The thematic analysis converges on several conclusions that require extended interpretive

treatment, particularly considering the theoretical frameworks mobilized in this study.

First, the implementation of Siraj illustrates what might be characterized as a structural

readiness gap - a temporal and material mismatch between the pace at which the platform has been
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made institutionally available and the pace at which the professional, infrastructure, and governance
conditions necessary for its effective use have been developed. This gap is not unique to Jordan; it is,
as Selwyn (2022) documents across multiple national contexts, a recurring feature of technology-led
educational reform, where platform procurement timelines are typically determined by procurement
cycles and technology availability rather than by assessments of educational readiness. What
distinguishes the Jordanian situation is the compounding of this readiness gap with genuine
infrastructure inequality, creating conditions in which some schools face simultaneously inadequate
professional preparation and inadequate technical conditions - a compound challenge that requires

compound policy responses.

Second, TAM-based analysis of adoption patterns suggests that perceived ease of use, rather
than perceived usefulness, is the dominant adoption variable shaping current teacher engagement.
Educators who find the platform technically unreliable do not reach the evaluative stage of assessing
its educational utility; usability barriers function as primary thresholds that determine who engages
substantively with the platform's pedagogical features at all. This has a significant practical
implication: investments in improving platform usability - particularly for lower-bandwidth contexts,
older devices, and primary-school-aged users - are preconditions for meaningful pedagogical
integration, not alternatives to it. Addressing pedagogical design without first resolving usability is

unlikely to shift adoption patterns among the majority of the current user population.

Third, the TPACK-based analysis reveals that the form of professional development
surrounding Siraj has been structurally mismatched to the form of knowledge that effective Al-
platform integration requires. Training that produces operational competence - knowing how to
navigate the interface - does not produce the Technological Pedagogical Content Knowledge that
enables teachers to make meaningful decisions about when and how to use the platform to advance
specific learning objectives. Bridging this gap requires professional development that is sustained
rather than episodic, subject-specific rather than generic, and centered on pedagogical decision-
making rather than platform mechanics. This is a resource-intensive but analytically well-supported

recommendation.

Fourth, the data privacy theme raises concerns that deserve particular emphasis in the policy
context. State-operated educational Al platforms differ importantly from commercial EdTech products
in one crucial respect: the state has a direct, legally and ethically grounded duty of care toward the
minor students enrolled in its compulsory school system. When the Ministry of Education deploys a
platform that collects granular behavioral data from schoolchildren, the obligation to establish robust

data governance - including meaningful consent mechanisms, data minimization standards, retention
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limits, security audit requirements, and algorithmic transparency provisions - is not merely a technical
best practice but a dimension of educational rights and public accountability. The current gap between
data collection practice and governance infrastructure on the Siraj platform is a structural vulnerability
that warrants policy-level intervention in advance of, rather than in response to, a significant privacy

incident.

Fifth, the diversity of social media sentiment - particularly the existence of a genuine cluster
of constructive and productive user experience - contains an important practical signal. Siraj is not
uniformly experienced as ineffective; it is experienced very differently depending on subject area,
school infrastructure, teacher digital competence, and how the platform is positioned relative to
existing instructional routines. The teachers who report genuinely useful platform experiences are not
outliers to be dismissed; they are exemplary practices whose practices warrant careful documentation
and systematic dissemination. Understanding what distinguishes productive from unproductive
platform experiences is more valuable for policy improvement than aggregate sentiment

measurement.

Finally, the comparative perspective provides both context and caution. Jordan is not
exceptional in encountering these challenges; structurally similar challenges have been documented
in Saudi Arabia's Madrasati rollout, in Egypt's national platform deployments, and in numerous cases
beyond the Arab world. What the most successful implementations share is not superior Al technology
but a superior support ecosystem: sustained professional development, explicit pedagogical
frameworks for platform use, infrastructure investment calibrated to actual rather than ideal user
conditions, and feedback mechanisms that allow platform problems to be identified and resolved

systematically. These are policy design questions, and they are answerable.

RECOMMENDATIONS

Based on the analysis presented, the following recommendations are offered for
policymakers, school administrators, teacher educators, and platform developers. These
recommendations are grounded in the evidence reviewed and calibrated to what is achievable within

Jordan's current institutional and resource context.

17. For the Ministry of Education and Policymakers

A school-level digital readiness audit should precede any expansion of platform-dependent
instructional requirements to schools in under connected governorates. This audit should assess

connectivity quality, device availability, and technical support capacity at the individual school level
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and use findings to sequence implementation in ways that match platform demands to actual
infrastructure conditions. Low-bandwidth content modes and offline access functionality should be

developed as implementation priorities rather than deferred enhancements.

A comprehensive student data governance policy for the Siraj platform should be developed,
publicly released, and updated on a regular cycle. This policy should address, at minimum: what data
is collected, how it is stored and protected, retention periods, conditions under which data may be
accessed by third parties, parent and student notification protocols, and mechanisms for contesting
automated decisions. The OECD (2023) and UNESCO (2023) guidance frameworks provide directly

applicable international standards from which such a policy can be constructed.

An independent, peer-reviewed evaluation of the platform's impact on student learning
outcomes should be commissioned, with findings made publicly available. This evaluation should
stratify results by governorate, school type, subject area, and socioeconomic context to identify equity

implications and to distinguish platform effects from the effects of surrounding conditions.

18. For Professional Development Program Designers
Teacher professional development for Siraj should be redesigned around the TPACK

framework, ensuring that subject-specific pedagogical integration - not platform navigation - becomes
the central focus of training. Training should be differentiated by curricular subject area, should
involve collaboration between educational technology specialists and experienced classroom teachers
from each domain, and should be delivered through sustained cycles rather than one-time orientation

sessions.

Mentoring structures that connect early-adopter teachers who have developed productive
platform practices with colleagues who are less engaged should be formalized and resourced. The
social influence dimension of TAM suggests that peer modeling is likely to be more effective in shifting

adoption patterns than formal institutional training alone.

19. For Platform Developers and Technical Teams

Algorithmic transparency mechanisms should be incorporated into the teacher-facing
interface. Content and assessment recommendations generated by the platform's Al components
should be accompanied by plain-language explanations of the reasoning behind them and should
include clear override mechanisms that allow teachers to exercise professional judgment in response
to algorithmic suggestions. This transparency is simultaneously an ethical requirement and a practical

precondition for teacher trust.
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A formal, in-platform user feedback channel should be established that allows teachers and
students to report technical and pedagogical issues in structured ways. Current informal feedback
through social media is insufficiently systematic to generate actionable improvement data; structured
in-platform feedback, analyzed regularly by a dedicated product development team, would produce

a substantially more useful signal.

20. For Researchers
Longitudinal empirical studies examining Siraj's adoption trajectories and learning impacts

across diverse school contexts are urgently needed. Qualitative case studies of schools where the
platform is being used productively would be particularly valuable for identifying the conditions that
enable effective integration. Mixed-methods designs that combine TAM-derived survey data with
classroom observation and teacher interview would allow the integration of micro-level and macro-

level perspectives that the current literature on Jordanian EdTech has treated separately.

CONCLUSION

The Siraj smart educational platform represents a genuine and consequential commitment by
Jordan's Ministry of Education to modernizing public schooling through artificial intelligence. Its
ambition - to create an adaptive, data-informed, and widely accessible learning environment - reflects
the best current thinking in educational technology and aligns with the kingdom's legitimate
developmental aspirations. These aspirations deserve to be taken seriously, which is precisely why the
gap between them and the current implementation reality warrants the kind of careful analysis this

paper has attempted.

The analysis has identified five interconnected challenge clusters: uneven digital
infrastructure, pedagogical design limitations, inadequate teacher preparation, unresolved data
governance, and a fragmented user experience landscape. These are not independent problems with
independent solutions; they are structurally interrelated, and policy responses that address only one
dimension while leaving the others untouched are unlikely to produce the improvements that both
the Ministry and the educational community are seeking. The infrastructure challenge undermines
the potential benefits of pedagogical investment; the professional development challenge limits the
educational value that even well-designed content can generate; the data governance gap erodes the

trust that sustained platform engagement requires.

What the comparative evidence suggests most clearly is that Siraj's trajectory is not
predetermined. Platforms in comparable national contexts have moved from troubled early

implementations to genuinely productive educational tools - but those transitions have required
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sustained policy attention, meaningful resource investment in support ecosystems, and a willingness
to treat user-generated criticism as valuable improvement information rather than inconvenient
noise. The social media evidence reviewed in this study is, in fact, an asset: it provides a detailed,
honest, and ongoing account of what is and is not working from the perspective of the people the
platform is designed to serve. A Ministry and a development team that approach that evidence with

genuine receptivity have the diagnostic information they need to improve.

Jordan's educational technology ambitions are achievable. The Siraj platform is not an
inherently flawed instrument; it is a capable tool operating in an ecosystem that has not yet been
adequately built around it. The path forward lies not in replacing the platform but in building the
professional, infrastructural, and governance conditions that would allow its genuine potential to be

realized — equitably, transparently, and in the service of learning.
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